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l. INTRODUCTION

1. The Working Party on Rail Transport (SC.2) con®dédirst the issue of security while
implementing the February 2002 decision of theddl@&ransport Committee (ITC) that
requested its subsidiary bodies to identify théedénces between “security” and “safety”
concepts and the relevant concrete questions tlidd be addressed in this respect
(ECE/TRANS/139, paragraph 19). Subsequently, th@ 8bairman sent in April 2002 a letter
to all member governments, asking for their viewslefinitions of railway safety and security.
After an in-depth discussion at its fifty-sixth ses in October 2002, the Working Party decided
to adopt the definition of railway safety ‘dse socially required level of absence of risk of
danger in the rail transport system where risk tetato personal accident, injury or material
damage”and the following definition of railway securitithe protection of human beings,
transport means and transport infrastructure agamsauthorized and unexpected actions of
any kind.” The Working Party further decided to await outceraerelevant discussions in
other international organizations before undertglany new initiative pertaining to security in
railway transport.

2. At its fifty-eighth session in October 2004, the.3@oted a document prepared by the
secretariat (ECE/TRANS/SC.2/2004/2), which outlitieel ways in which it could contribute to
the ongoing work on railway security. At its fiftynth session in January 2006, the Working
Party decided to address the question of safetysaauarity at its next session in the light of the
results of the ITC Round Table on Transport Segtiniat was to take place in February 2006
and related developments. At its sixtieth sesgiddavember 2006, the SC.2 took note of the
information provided by the International UnionRéilways (UIC) about its security platform
created in June 2006.

3. At its sixty-first session in November 2007, the Ning Party invited the UIC to

organize a Workshop on rail security that wouldcetpkace during the SC.2 session in November
2008. Following the 2008 Workshdphe Working Party asked its Chairman and Vice-
Chairman to incorporate the main conclusions, wpeoation with the secretariat, into the SC.2
review of security issues that should include tteppsal to establish an informal task force to

! The Workshop presentations are available at
<http://unece.org/trans/main/sc2/sc2 wkshp genevalbf.html?expandable=3
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follow-up on the major rail security issues ideietif by the workshop. The review was submitted
to the Director of the UNECE Transport DivisionDecember 2008.

Il THE MANDATE AND COMPOSITION OF THE TASK FORCE

4. The mandate of the informal task force statesithvaitl collect and exchange
information about best practicessecuring heavy rail systems, cost-benefit assests,

regional andnternational cooperation, while focusing on theuiss that have not been taken up
by the EU, OTIF or OSJBAIl UNECE member states with rail systems as &slbelected
international organizations and railway companiesenasked to nominate representatives to the
task force. In the event, eight countries (FraG®many, Netherlands, Norway, Russian
Federation, Switzerland, Turkey, United KingdonGséat Britain and Northern Ireland)o
agencies of the European Commission (ERA, Joine&eh Centre), five international
organizations (CER, EIM, OTIF, OSCE, UIC) and tadway companies (SNCF, TCDD)
nominated representatives to the task force. Aesagrtative of the UNECE TER project also
participated. The Netherlands agreed to chairdhblk force.

5. The task force met for the first time on 14 May 20Generally, it was agreed that a

broad definition of security, including low-leveiime as well as sabotage and terrorism, is most
appropriate because low-level criminal activitiéme encountered daily by rail operators and
standard crime-protection techniques can be ustumMart sabotage and terrorism threats as
well. The task force decided that it would focugarticular on the following topics: (i)
international regulations, (ii) exchange of goodaqtices and (iii) the economics of rail security.
The papers dealing with these issues, drafted ayde; United Kingdom, UIC and EIM, as well
as contributions of Norway and Switzerland weresidered at the second session of the task
force on 1 October 2009. The task force recomménuatre based on these papers (annexed to
this report) and related discussions that tookepthaing the second session.

. RECOMMENDATIONS
A. An international approach to rail security
6. In principle, an international approach to secuntyail transport, based on effective

cooperation of governments and stakeholders, isadhds just like in other transport modes. That
is why the SC.2 decided to set up an internatitasX force, including both representatives of
governments and rail industry, to consider andyeseaihe rail security question. Having
considered a number of specific rail security isst@sk force members agreed that the best way
forward is to work systematically on guidelinesstyeractices and standard security
requirements before considering the developmedetdiled international regulations or
framework agreements.

7. The task force concluded that for the time beingaagory rules and standards for
railway security at the UNECE level are neitheriddde nor necessary. However, best practice
guidelines for the installation and use of spea@#curity tools (e.g. CCTV cameras) could be
useful for national authorities who would be masalgied to decide on specific deployment of
such tools (e.g. at selected key train stations).

8. Mandatory rules at the national level, tailoredpecific security needs, continue to be
appropriateMandatory rules at the bilateral level or trilatdesvels are appropriate, if needed.
For instance, the agreement between governmemslgium, France and United Kingdom

2 The mandate is available atttp://unece.org/trans/doc/2009/sc2/SC2-ITF-Mangaie.
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regulates security controls concerning the Eurdsaééms connecting their national capitals. Such
trains are likely to attract the attention of teists. Other international high-speed trains reguir
less stringent agreements, given the apparentlgrioisk levels.

9. Industry representatives on the Task Force havénasiped that ordinary crimes present
everyday problems for rail operators. Thereforacpcally each network has set up an
organisation involving stakeholders to control aaduce crimes. Counter-terrorism approaches
ought to be based on such structures that havedbeady created for coping with ordinary
criminal activities in order to be accepted by stakders. The challenge is to introduce new
responsibilities to these organisations. The egpers shows that most of these organisations
already act against terrorism and nearly alwaysrbasures implemented to protect or prevent
from these threats are also efficient against gime

10.  With respect to international transport of goodd passengers, the task force agreed that
guidelines and intergovernmental cooperation apomant, although national security regimes
need not be uniform. An effective combination oftsmational risk-adequate diversity and
intensive cross-border cooperation is likely tord@over time in response to technical progress
and emerging threats. Effective methods of managiiigyay security should be shared and their
adoption encouraged across the UNECE region. Ructiaperation along these lines could lead
to the elaboration of an international frameworkeagnent that would leave enough scope for
the individual approaches adopted efficiently tdareal conditions.

B. Security tool box

11. The task force recommends to national authoritedetrelop a suitable architecture for a
toolbox of guidelines and good practicéhis could be accomplished by setting up a Teclnica
Working Group (TWG) that would become a uniquerimétionally accepted focal point for rail
security. The formation of a joint TGW should beposed by the UNECE Working Party on
Rail Transport to a number of international orgatians dealing with inland transport security,
including the International Working Group on Langiisport Security (IWGLTS) and UIC.

12. TWG would be tasked to analyze existing securitpuneements and practices, produce
guidelines (requirements and implementation) arsilgtlestrategies for an effective sharing of
good practices by national authorities and railiwalustry professionals. It would also develop
an international research agenda for rail secutdéynandate could be initially for a two-year
period, with a possibility of renewal. Some memh#rthe task force are prepared to participate
in the Technical Working Group.

13.  The main rail security guidelines, once developgthle TWG and approved by
participating governments and industry represergatiought to be promoted by the UNECE
and other regional commissions of the UN systenecBip requirements and implementation
details as well as sensitive research findings Ishioel available only to authorized users of the
rail security toolbox. Technically the toolbox wdde a protected website that would help
policy makers, law enforcement authorities andgtestied rail transport professionals to solve
security problems. UIC is prepared to host thelioolwebsite and ensure adequate protection.
The toolbox could include standard items such disypbriefs, promising practices, research
publications, workshops and tutorials, but its acitwomposition remains to be determined by the
UIC in cooperation with users.



Informal document SC.2 No. 1 (2009)
page 4

C. Cost benefit analysis

14. The task force agreed that the cost benefit arsabfsiail safety measures can be applied
to a limited extent to security problems. Wherdasigible cost estimates of security measures
can be generated easily, estimates of the assodateefits are rather difficult. Due to the
scarcity of relevant statistical data and evolviiagure of threats, subjective assessments are
necessary. This entails a number of problems tlakermanbiased and accurate estimation hard to
achieve. Given obvious advantages of the decidiased on reliable cost-benefit techniques, an
appropriate model for appraising rail security sisieeds to be developed, with the assistance of
national and international transport research esntr

V. FOLLOW -UP ACTIVITIES

15.  The task force will organize a session on rail sg&cduring the UNECE inland transport
security conference on 28-29 January 2010. Thesptagons will include task force
recommendations to UNECE member States as webrgsilutions pertaining to the use of
cost-benefit analysis, exchange of good practioésrnational regulations and secure
architecture for railway projects.

16. The task force has been informed that the COLPOR&S®ciation, whose 42 members
include security experts from European railways iailevay police forces, plans to create a
working group to study the use of cost-benefit teghes in the area of rail security. This
working group will further develop the assessmdrost-benefit analysis performed by the task
force.

17.  Following the creation of the Technical Working Gpo(TWG) mentioned above, a
number of task force members are ready to parteifdly in its activities. SC.2 should be
represented in the TWG to ensure an effective aabipe between the Group and UNECE.

18.  Capacity building in the area of rail secuiityUNECE transition economieas the
Caucasus, Central Asia, Eastern Europe and Sotitaeaspe constitutes another potential
follow-up activity. In response to specific requeshembers of the task force would be willing
to contribute to such activity by organizipger to peer support and sharing of good practizes
transport authorities and railway companies.

19. The 18 OSCE Economic and Environmental Forum processntheéekazakh 2010
OSCE Chairmanship will focus on “Promoting good gmance at border crossings, improving
the security of land transportation and facilitgtinternational transport by road and rail in the
OSCE region.” The first part of the Forum will takace on 1-2 February 2010 in Vienna, to be
followed by a preparatory conference in Minsk orlB5March, and the second and final part of
the Forum on 24-26 May in Prague. The objectivenefForum process is to stimulate a multi-
stakeholder dialogue, build political will and hedientify concrete follow-up activities, which
could be implemented together with other partngaoizations. The Minsk meeting in March
2010 will tackle issues related to railway co-opieraand inland transport security. Members of
the SC.2 task force on rail security are encouragexdttively contribute to this meeting and to
further explore some of the recommendations ofréqert.

V. CONCLUSION

20.  The task force has fulfilled its mandate to theeakpossible. A number of policy
recommendations for the consideration of the UNEBE@nber States were developed during a
relatively short time period without outside corniants. The Working Party may wish to adopt
these recommendations and encourage their addptioampetent authorities.
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Annex | (France)
International cooperation for rail transport security requirements

Background

Agenda of the first meeting of the informal task foce on rail security:

Item 4 Discussion of issues
4. All participants are expected to intervene Hlyiaf the moderated discussion of issues that cbaldonsidered
by the Task Force, including
e actual approaches to security in rail transpod. (ésk based, rule based, etc)
e focus on passenger transport (international traffity?) and/or freight transport (all freight shipnts or
containers only)?
costs, benefits and experience with security messatrthe national level
best practices in cross-sector cooperation (busésegovernment agencies)
key issues for international cooperation
exchange of best practices and experiences
focus on infrastructure (stations, rolling stoctintrol systems) and/or procedures?
need for new legislation (e.g. an annex to the AGChew organizations (e.g. An international r
transport security agency)?
e is market structure (competition of vertically igtated firms vs. Above-the-rails competition) relat/to
security?
e aim for generic recommendations (for all 56 UNEGHImtries) or recommendations by sub-region (
North America, Western Europe, etc)?

Report or the first meeting of the informal task face on rail security

During the 14 may meeting, France volunteered to lead the wentaming to regulatory guidelines and
members of the Task Force were encouraged to getitbir assessment of advantages and disadvardédgies
three possible options, i.e. international regatatir government regulation or guidelines for ti@hsport securit
(including relevant publications).

Final declaration of the UIC world congress on raMvay security

« They request the various international bodiesotwsider the possibility of taking internationalé¢ decisions o
rail security, via the development of minimum ségustandards to be observed by all involved in trainsport
consideration as to the appropriateness of annatenal competent authority, the strengtheningartnership
with rail transport players, or any other meany tink suitable. »

alil

CIS,

all

n

[UIC contribution to explain the rationale which lead to the final declaration requesting a
international railway security authority and provid ing a potential way ahead:]

n

“The railways companies, infrastructure managemaitway undertakings have developed since
the last ten or twenty years their own securityqylin partnership, because it was an increasing

demands from their clients and often from theiffsta

As public or semi-public entities they found vassopartnerships with their national authorities
to share the responsibilities, the roles, the resrgsudgets...and in addition they organized the

complementary call on private security companies.
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This balance is becoming insufficient or is queasti by two main events: the opening of the
passenger market at the beginning 2010 and thelagenent of the international traffic,
specifically the high speed traffic

The opening of the passenger market will have it@mbrconsequences on security. Foreign and
private new entrants will have to define a secugtficy. If not, security could become a
distortion of competition between on one side comgsmwhich are used or have chosen to have
a security policy and which take in charge theteglacosts, and on the other side companies
which don’t have such a policy and benefit in fatthe policy and the expenses of the others.
Beyond the sharing between infrastructure managedsundertakings has also to change or at
least to be re-examined.

The development of the international traffic isex@ssity for the railways. An efficient security
of transport cannot be only organized by the adulitof bi-lateral agreements but needs the
organization of coherence between the nationalisolsi

Which answer could be given to both these questions

A dedicated international authority would of counse able to adopt various decisions its
members would have to implement. But the creatiosuch an authority will take a lot of time
and would raise a problem of competence, the Skateing in charge the security of people and
goods on their territory.

A more efficient solution is to ask to an existioigyanization to launch this job of creation and
enforcement of coherence between the nationalipslaf rail security with the responsibility for
it to find a common position between the Statesthedailways.

UIC agrees with the idea of a leadership of UNE@Ehis question.
UNECE could give a mandate to IWGLTS to build thewer from the side of the States, and to
UIC to do the same on behalf of the railways, witl participation of UITP for the links with
the urban transport. As UIC is stakeholder membdeMdGLTS, UNECE should receive a
common answer.”

efid of quotation]

There are two issues raised in this forum :
- the creation of a competent international secaithority,
- the creation of minimum security standards

It is useful to recall that the UNECE Working Padg Rail Transport (SC.2) has defined
security in railways as «the protection of humagings, transport means and transport
infrastructure against unauthorized and unexpemtédns of any kind. »
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These question is how to increase the consistenoyng national security approaches and
requirements in order to facilitate the developnarinternational railway lines and competition
inside Europe.

Since civil aviation and maritime transport haveithdedicated international bodies that issue
regulations, it is natural that the idea of creg@m international authority for rail transport Heeen
raised. Even if this question is here restricteddourity, it is easily understable that such aybod
would also need to be competent in safety matterseaurity and safety can be contradictory, and
also in most of the technical areas in order t@lbe to produce global positions while considering
any and all the constraints.

There are fundamental differences between maritiraesport, aviation and rail transport. Rail
transport takes place on on land and every cergmoetinch of track is situated on the territoryaof
country. Moreover rail transport systems are opetesn which can be easily accessed. Maritime
transport often takes place in international watenere no national law is applicable, and aviation
has also to take into account the intercontinefiights which transit through the international
airspace. Moreover maritime and air transport drenainternational transport and that means that
they have to be consistent with regulations of departure and arrival countries, and also of the
transit countries. Considering this complexity, raque international regulation cannot be avoided
for the sake of simplicity and economy.

Security measures have been developed for natomkinternational flights. These measures consist
mostly of controls of passengers and freight atiygarture. They are implemented in national laws.

While in transit through international waters aispace, the Captain (of the aircraft or of the slap
the legal representative, assuming that the Igvicgble on board is the law of the flag. In manii
transport this is the heritage of the past whenstiips in the middle of the sea had no contact with
land. Although the communication technology advancthe Captain’s legal powers are still
effective.

Obviously rail transport is very different from ntame and aviation transport. International lines a
limited and often involving only a small number obuntries. Moreover, most of the Nations
consider as a strong element of sovereignty tlespaonsibility for the security of people and freigh
on their national territory, and would not agreethie creation of an international authority on rail
transport security. However, interoperability regaicooperation and alignement.

For aviation it had been agreed that passengerddwmave to be submitted to comprehensive
controls in order to protect them from terroristi@es. Such controls are only possible because they
have been introduced by national legislation amg tearly always go far beyond what is acceptable
in everyday life in the same countries. The cdstrestrict the individual rights and liberties laue
applied only when people want to enter a restrietexh. It has been mentioned above that during
travel the Captain is the representative of thg $i@te and has police powers. This is not the icase
rail transport. Wherever trains are, they are atwvapder national jurisdiction and even if the
controller can have some limited powers, dependimghe country, he or she is not responsible for
enforcing the applicable local law and nationaldaWhis means that a train is always on the teyrito
of a sovereign state so that the local regulattmmeerning security must be applied.
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Exceptions to this principle are very few. For epdenthe Brussels-London direct line using the
Channel Tunnel is covered by a trinational conwentvhich allows the custom and frontier control
to be made in Brussels. One may note that the cwiovehas also been signed by France as the train
leaves the Schengen space from France. Any othier wsing the tunnel to UK will be under the
responsibility of France and controls must be oiggthby France except if multipartite conventions
are signed between UK, France and the departurgamsit states.

The security requirements defined in order to mtotlee Channel tunnel system from being damaged
by a terrorist attack must be taken into accountth®y rail operators wanting to use it. These
requirements, intrinsic to the tunnel system, demiical for all operators and do not depend on the
origin of the train. That means that any and a#rapors of trains in the tunnel must comply with th
same set of requirements agreed to by the UK aaglcEr These requirements have consequences for
the trains, stations and tracks operations in tKeatdd France but also in every country crossed by
the line. Such uniform requirements do not diffecading to the origin of journey or nationality,
being defined to protect the tunnel system.

The level of the security requirements is diretitiked to:

- the level of criminality in transports systems (@alism, theft...),

- the social conscioussness of the terrorist thretitd two countries;
- the international events planned;

- the prestige of the asset as a target for a tetraitack.

Taking these factors in consideration, it is northak the Channel tunnel should have higher levels
of security than the Perpignan-Figueras tunneherltyon-Turin tunnel. It is also the responsibility
of the British and French governments to defineats and the maximum acceptable level of risk,
and to specify consistent minimum security requeats.

The same assessment can be made for tracks. Thredtscal political issues. Levels of threat are
assessed by national intelligence service and ¢dmaised elsewhere. So the level of threat is a
national indicator. Likewise, the maximum accepeatidk also reflects a national political decision.
This type of decision making cannot be delegatedternational bodies, and even more so if these
bodies are not elected. The difference with avwnaii® that the accepted risk in air transport is
assumed to be very low and the control constrargsvery high so that the security philosophy is
based on a list of forbidden objects and on thamiggtion of controls to ensure that these obpees
detected before boarding. For rail transport sudialance will not be reached and the maximum
level of risk must be defined by governments whiperators can decide to go further and apply even
stricter measures to lower the level of risk.

This implies that the rail security question cart he dealt with in the same way as in the civil
aviation and maritime transport sectors, and agrmational authority is not acceptable in thisdiel
Directives and international regulations based ecusty measures will not be appropriate for rail
transport.

Is there a role for international bodies?

3 Threat is defined on the basis of intelligencekwehereas risk is a mix of the threats
identified and their consequences.
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International bodies can take a central place enctbordination of national security approaches and
processes. They can provide the forum where thelegoes and best practices are assessed,
structured and edited in a tool box in order todpie a set of requirements corresponding to
different levels of security. They can also provide the rail world with assessmmethods
customized to rail transport reality. They can liwde a forum of exchange of experience and
support for the small or new actors in order t@hethe international standard level quickly. Inerd

to do that, they can provide audit or expert tetoieelp these actors to progress.

This responds to UIC demands:

- the production of a tool box to simplify securigguirements

- this international effort will also customize toilraeality and standardize the assessment
methods, it can also provide a structure to orgapéeer to peer audits or expertise,

- this will create a structure which will be able help the smallest countries or those who are
newly confronted with terrorism to learn quicklypin others the basic elements of security.

A new international body is clearly not an appraf&isolution to develop such documentation as this

body would not have any authority. What is needed i

- an international « entity », involving States apem@tors,

- focusing on rail transport security,

- able to organize a technical international workgmgup (more or less as IMO intersession web
working groups produce new texts) to produce gudsldefining different set of requirements
corresponding to increasing level of security (A®A or classification rules for ships safety),

- providing « expert » methods of assessment forrggcu

- able to organize peer to peer support for « beginend sharing of experiences.

The tool box should be divided into two parts: riegments and best practices. The first part deals
with how to write security requirements using afiedi approach. The second lists the best practices
applied in the networks to reduce criminality aeddrist risks.

The tool box requirements part should be basedhen«tlego principle ». It contains individual
bricks which can be chosen and include in any alhdnational security requirements. The
development of the tool box will be based on thistexg requirements; the first task is to analyse
these requirements in order to highlight and tacdes the shared requirements in order to fix the
architecture of the documentation. Then the indialdlocuments will be written.

In principle the tool box will be organized as @ seRussian dolls documentations. They will be
thematic with themes such as: stations, rollinglstptracks, passengers, freight, high speed, urban
transport, and potential additional requirementstfansversal assets like bridges, tunnels, use of
CCTV systems or blast resistant materials. On ¢laeime, the documentation will describe several
levels of security requirement (as TAPA EMEA FSRI&R) fitting into each other. These can also
differ to take into account different organisati@ml responsibility schemes between stakeholders in
different countries.

4 The typical example of that is given by the TAPBR and TSR standards which define
several level of security and the operator can s@dbeir level of certification.
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The use of this set of technical requirements Ww#l simple. It will be used as a basis for

requirements, and it can be completed with addiiorquirements as needed. Every nation will
have to decide which level they want to be consisigth and to add their extra requirements. Atfirs

high level box should consist in security managemeéth also several levels possible, the highest
being consistent with ISO 28000.

The benefits will be shared between operators atidms. Operators will be able to be certified to
this documentation, and this certification proceai limit and simplify the checking of the
responses to requirements. It is similar to theegse already existing for ships certification where
flag nations mainly control classification socistiand rely on the certificates they deliver, only
controlling specific points which are not coveragdthe classification process. In this case theonati
will continue to have to control their specific teégments.

The establishment of such a tool box and its useébeaseparated into two phases. The first oneeis th
technical work, the second is the publication cf tbol box as guidelines. For the second part
UNECE, and others UN regional organisations arejaake places. For the technical part they must
rely on a technical working group.

An issue that has been identified is to avoid amglidation of work on this subject and to create a
unique technical working group inviting all of tlmternational bodies involved in rail security to
participate ( IWGLTS, UIC, UE, COLPOFER...) to duze these documentation. This group should
work using internet and a webmail as IMO, and stitnalve two or three yearly meetings to validate
the wordings and discuss the toughter points. Thesetings should be organised in coordination
with other UIC and IWGLTS meetings for example.

This forum represents nations and operators. Oiigue technical work will focus on solutions for
the European continent. Organisations, regulatéors habits can vary so much from one continent
to another that it seems that such an approachlmeustade on a geographically limited area base.

The mandate should identify two steps :
- analysis of existing security requirements andruatigdin of the structure of the documentation,
- production of the guidelines.
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Annex Il (United Kingdom)
The use of cost benefit analysis and economic asseent on rail transport security
Introduction

The use of economic assessment as a policy t@sdsist decision makers within the transport
sector is well established. There are well thotlgidugh arguments about how to apply
economic assessment to the field of transportysafed more recently environmental concerns
in this sector, such as the carbon footprint froemel. This paper considers whether similar
economic assessment could be applied to secutigypo the rail transport sector.

In order for policy makers to make decisions mésessary to compare different policy
interventions against one another and against addloing’ option. For the majority of new
policy interventions a financial cost will be imgakand policy announcements are often
accompanied by a statement that extra money iglmeade available to fund the measures.
Therefore there is a strong argument for analypoigy options using economic assessment.

Increasingly policy interventions are accompanigéi impact assessment, which identifies
both likely positive and negative impacts. Ofthis ttomparison is on the basis of financial
costs. For example financial values have beegrh@ed for peoples’ lives, injuries, journey
time delays and interruption to business/econoiiifye most common method of economic
comparison used by policy makers is cost beneéityars or value for money comparisons.

As a general rule a policy intervention should slzopositive cost benefit. However, there might
be political or public pressure to introduce measuhat outweigh financial considerations.

Also it has to be recognised that not everythinglma measured in pure economic terms. The
level of certainty around some of the costs assedtiaith particular factors might be
questionable and need to have a sensitivity testoav how robust they are. Also sensitivity
tests could be applied to other assumptions besudento improve their robustness.

Nevertheless, in the current climate when harsdmfiral decisions need to be taken by
administrations and governments, having some fdrmaxhanism to compare different policy
areas is necessary. It therefore makes sensartavith the premise that economic assessment
should be applicable to policy interventions inahgpthat of rail transport security.

This paper initially concentrates on economic agsest of a rail transport safety policy. It
shows how a similar approach could be taken teselrity and also highlights its limitations.
This paper also recognises that examining politsrientions that are directly linked to
protecting passengers and rail assets are nontiiesecurity measures in place.
Counterterrorism measures generally are likelyaweha positive impact in improving rail
transport security.

These measures range from de-radicalisation oflpegathering intelligence on suspects, to
police led operations to intercept terrorist attacHt is also possible to reduce the impact of an
attack by being adequately prepared to deal withaftermath. In an open mass transit
environment like rail, where it is arguably impdsito be one hundred percent confident of
preventing an attack, this is an important consitien.
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Economic assessment of transport safety measures

For safety measures across all transport modes #inerreasonably well established economic
methodologies such as cost benefit analysis angk\fal money methods to evaluate policies.
An example would be to evaluate measures to refdtalties and serious injuries to passengers
involved in a train collision or derailment.

In this example there are potentially two areagadicy intervention, introducing safety
measures to prevent the accidents occurring ifidtenstance or improving the crash
performance of the train structure. Each one @bale a financial cost associated with its
implementation. This would involve capital invesimh and ongoing maintenance costs. A view
on the effectiveness of each measure would alsth toelee determined by experts based upon
past accident data. The financial benefit couldid@ved from preventing or reducing severity
of the passenger injuries, damage to trains, detagsrvice, etc.

By understanding both sides of the cost and beegiiation, it is possible to conduct an
economic comparison. However, to have a robudysisahere needs to be sufficient
information on what happens in an accident and thejuency. This will provide the evidence
upon which to assess the benefits that could Bsedaand enable a cost benefit analysis (CBA)
or value for money (VM) assessment of the propasedsures.

The assumption would normally be that the frequesf@ccidents would continue, unless the
policy intervention is undertaken. This would betan unreasonable expectation but care
should be taken to discount any other externabfadhat could influence future accidents - past
events are not always accurate indications of uéwents.

In conclusion a CBA or VfM analysis would be magteai the financial cost of introducing the
measures compared with the benefit from prevertimgducing the effects of future accidents.
This would be calculated on the basis of finans&glings in reduced injuries, infrastructure
damage, delays, etc.

Background information needed to conduct econossessment of security measures

The key aspect in the above safety scenario iavhgability of data from past accidents which
supports robust evaluation of the expected benafitisthus confidence in the analysis. Unlike
terrorism statistical trends relating to safety Wanwormally change gradually over time rather
than dramatically and this provides the necessaaytity of data. (The exception perhaps is a
major safety incident that brings a disproportieramnount of publicity and pressure for
government to act.)

Terrorism is dynamic and so unlike safety policieimentions, solutions have to take account or
at least recognise that a terrorist could change thethod of attack to circumvent any measures
in order to still hit their target. Also there idilkelihood that the underlying probability of atia

will change independently of an intervention. Tesm is also dynamic in the sense that a
previously inactive terrorist group or cell couldhemence attacks with little or no warning.

They could be quite minor in nature or result imypaundreds of fatalities. An example of this
is 11 September 2001 terrorist attacks on the Whrddle Centre and Pentagon in the USA.
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In Europe there have already been two notablertstiattacks on the rail network. Madrid on
11 March 2004 where there were 191 fatalities &@Dlinjured, and in London on 7 July 2005
where there were 56 fatalities and 700 injured.il¥¥the method of attack was different in each
case, in both instances it showed the desire leyriational terrorists to cause mass casualties
and adverse economic impact by disrupting raildpant services.

Whilst there have been other attempted attackb®transport sector in Europe by International
terrorists or sympathisers they have been relgtimélequent. Where there is some similarity
between terrorism incidents and major accidentisagpublic response for action, especially if
there is significant loss of life on public passengansport. This is likely to be down to the
level of risk society will tolerate.

Nevertheless a similar economic approach of idgntiffinancial costs could be applied to
evaluating counter terrorist policies. Counterdgem and safety measures can be viewed as
having positive and negative aspects. A cleaefiiewould be in preventing an attack
happening, thus saving loss of life, damage to gmypetc. A negative aspect would be time
delays to a journey. But unlike a safety meadueectis not usually a proven history of similar
events upon which to evaluate the proposed meaantethe threat landscape is changing. This
means that proving that the proposed measuresgravented an attack is very difficult.

Terrorism threat - national/global level

An act of terrorism may be from national or intdromal groups. The target of an attack, and the
methodology used, is dependent upon the groupsviedptheir capability and aims. Currently
the threat from International terrorism is predoamithy from Islamic extremists. The threat is
global, but the risk of attack is greater for sarnantries than others. The reasons for this vary,
but could include cultural factors, historical etseand/or current foreign policy.

At a country level the threat from Internationakeeism could vary between transport and non-
transport sectors. Within the transport sectoifitee threat might vary across the different
transport modes. Rail stations are usually locatedss the whole of a country and differ in size
and the type of services they provide. Rail limeght be for passenger, freight or both, whilst
rail operation could be high speed, commuter aallservice or a combination of each.

The actual method of terrorist attack can take nfanys. The most common grouping of attack
methodology is chemical, biological, radiologicaliclear and explosive (including improvised),
(CBRNE). Within each of these the actual methodegfloyment or chemical agent used could
be different. Consequently the security measuredetthave to be relevant to the current threat
or dynamic to a potentially changing situation.

An added dimension for some countries is that tleadso a threat from national terrorism or
extremism. This would be country specific but cbibé limited to a particular geographical
region or locality. The type of threat and the &rgre not necessarily the same as the
international threat; therefore the measures cbeldifferent. These would need to be factored
into any economic assessment.
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Financial cost of implementing security measures

The financial costs associated with the introdurctba policy could be defined as either capital
or operational. For example capital cost for thegte sector could include items such as
screening equipment, hostile vehicle restraintsahdr security measures incorporated into the
building. Business rules on how capital costsdm@reciated would need to be observed. When
estimating the financial cost of new security meesthere is tendency to underestimate,
therefore factoring in an optimism bias is normahe figure of bias will depend upon the nature
of the measure. The more innovative the measeraigher the bias would tend to be.
Operating expenditure would be the ongoing mainteaaf equipment and staff cost to operate
the equipment. It would also include staff carrymg security checks as part of their duties,
security staff deployed on the railways and thaining. A key issue to consider is over what
period of time these costs should be considered.

Any financial costs should also be identified floe public sector. If the capital expenditure is
being met from the public purse then it shouldudel the cost of capital — the benefit that would
be gained if the money had been invested. Tharkl @so be a public sector cost from officials
administrating the private sector carrying out sigu This could include regular site
inspections and where necessary taking forwardregrfoent activities for non compliance of the
rules.

Depending on the security measures being implerdehtxe might also be a need to include the
financial costs imposed upon passengers and otisgndsses connected with the rail network.
These could include delays to passengers’ jourocaysed by the measures and from revised
business operating practices, such as restrictinrgelivery times for goods. For major
changes to a station building, e.g. installing i®@sehicle mitigation, there might be significant
disruption to passengers and business during tnelamnstruction phase. When costs are
being accrued over several years, net presents/éloe value of money as of today) should be
used to make suitable comparisons between options.

Financial benefits of security measures

Regarding these benefits, this will be derived fior@venting an attack. These benefits should
be considered at both the micro and macro levgledablishing different terrorist attack
scenarios it is possible to determine the likelpaat they would have if they were successful.
At the micro level impacts would include numbeicatualties and their severity, infrastructure
damage, clean up costs (if a chemical attack) ata/do passengers and train operations. An
economic value can be attributed to each of these.

At the macro level, influencing travel behaviouroirmg to private car from public transport),
adverse impact on international tourism and finalntiarket confidence should be considered. It
should be possible to make an economic estimateest factors. For example a 10% reduction
in international tourism in the UK would equatedoighly 110 million Euros in a year.

In order to consider a range of scenarios it iesgary to have undertaken operational analysis
on how detonating different sizes of explosive dewould affect likely number of passenger
casualties and the extent of damage to infrastreictQuite clearly a person borne explosive



Informal document SC.2 No. 1 (2009)
page 15
Annex I

device and a vehicle borne explosive device hafferdnt capabilities, both in terms of their
impact on people and buildings. Nevertheless, ttential for mass casualties, disruption to
passenger travel and the financial cost is potintiage. Being able to detonate a vehicle
inside a crowded station concourse as opposedtsadeut could also have a significant
difference.

Railway stations are inherently different, manyaeey old and they are normally located within
densely populated urban environments, which pldd#ianal constraints on what security
measures can be deployed. Also the precise locati@re an explosive device is detonated
within a rail carriage or train station could maksignificant difference. Nevertheless, with all
these variables it is still possible, using operal analysis, to determine some representative
scenarios using certain basic assumptions.

Railway stations and trains by their nature tendttact large numbers of people both during the
day and during the evening. Therefore, potentisd lof revenue to shops, pubs and similar
establishments would occur if there was an attaci train station indicating that there is a
potential saving here too.

Having effective regular security patrols, passesgeeening and Close Circuit Television
(CCTV) as counter terrorism measures also provibergfit in reducing general crime on the
transport network. There are also arguably dbleeefits that are not easily quantifiable. These
include greater public reassurance from, for exatrg®#eing security patrols and other overt
security measures in place.

Comparing the financial costs and benefits of siégur

Having identified the financial costs of a securitgasure and the financial benefits that could
be derived if an attack was prevented, it is nengd® compare them. The challenge is having a
robust method of comparison. To understand whekieebenefits would be materialised means
assessing how likely an attack is to happen.

In the safety scenario outlined above the needte lyood data showing a history of events was
emphasised when undertaking economic analysisortimiately unless the attack scenario is in
a theatre of war - where the frequency of incidentikely to be high - data from incidents are
likely to be very low in number. Also policy deiciss are actually needed before the attacks
begin or very shortly afterwards if there has beemdvance warning. The absence of historical
data from past events presents a major problenh 8Wery small data capture there will be
inherent uncertainty when evaluating any specifilicy intervention.

Intelligence about terrorism groups should be npdeatiful and assist in identifying which
member states are likely to be targeted, how mamgrist groups there are and likely targets.
However, this information by its very nature is siéime and usually cannot be published, so it
would be difficult to use in any financial evaluatithat needed to be publically transparent. In
the UK however the International terrorist thremathte country is published so this provides
some degree of context for any assumptions. Tdreréive threat levels ranging from ‘low’ to
‘critical’ with the highest meaning “an attack rmminent”. There would be a degree of
subjectivity but using this information could as$sconstruct an argument for security
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measures, but as demonstrated in past attacksyabskintelligence in a particular area does
not necessarily mean that there is no threat.

Terrorist attacks are by their nature high impaut probability events. This means that it is not
possible to predict with statistical confidence likelihood of an attack taking place. The
exception is when there is historical data on mesiattacks. An analysis tends therefore to lend
itself to a more subjective evaluation. An analyggisther forms of event, such as

floods/national disasters suffer the same problgvhilst this is true perhaps the key difference

is that unlike the 100 year wave, terrorists aglgable to adapt their attack methodology so
that the security measures in place may not betefeedue to the variable nature of attacks.

The risk of an attack is made up of the threaterdbility and impact. When discussing risk, a
judgement needs to be made on what is an accefpakle- ranging from risk management to
risk avoidance. As low as reasonably practicaBleARP) is a phrase commonly used in the
safety environment to describe an acceptable e |

As some security measures could take a long tinmapéement consideration needs to be given
to how long the current terrorist threat is likébybe issue. It has been stated that the current
international terrorist threat is likely to be héoe a generation. Also transport is a known target
On that basis it could be argued that there coeldr® or two attacks on the rail sector over a 30
year period. On the other hand if the securitysuess take a long time to install threat tactics
could change over the time required to fit them.

There have previously been two successful attackb@rail sector, so the question that should
be asked is - could this be repeated? The inéellig services are perhaps best placed to answer
this question. With the above information it slibloe possible to identify potential scenarios
and make some broad assumptions on the frequeratjack. This information would at least
provide an indicative cost benefit analysis usirgiv@n scenario.

The cost benefit analysis would be influenced bgmvan attack was presumed to have been
prevented, so a sensitivity analysis with differgedérs would need to be undertaken. The
outcome would be a range of cost benefit ratibsgleement could be reached on one it could
then be compared with other competing measuresreitithin the field of security or with other
areas such as safety.

Alternatively if the uncertainty around predictitige frequency of an incident is too great, but
the threat remains real and credible, having aeeaimethodology for costing security measures
and an understanding of the potential savings @tack if it were to happen could allow a
judgment to be made. For example if security messsare estimated to cost 10million Euros
and a scenario benefit is estimated to be 200miHiaros, a view could be taken on whether to
make an investment decision. It might be thateh®more than one security measure that is
being proposed and so a comparison could be madede them.

Application and effectiveness of security measures

In examining a security measure, factors such asdifective it is likely to be in preventing a
successful attack need to be considered. The a$sumthat has been taken so far in this paper
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is that the security measures would be successfulgventing an attack. A view needs to be
taken on whether this is appropriate for any nesusty measure. For example this might be a
reasonable assumption if all passengers are scréanexplosives before entering the rail
network, as in an airport style arrangement. Howef/enly a small percentage of railway
passengers are screened this might not be a rdds@ssumption. This needs to be factored into
any economic assessment.

On the other hand consideration should be givevhiether the measures need to be applied
equally across the whole of the rail sector. Dbestérrorist threat mean that only certain areas
of the rail sector would be targeted and would waig/ from one member state to another? This
is especially relevant in the open mass transirenmnent where for example a hundred percent
passenger or luggage screening might not be negessgan it were to be technically feasible
and cause minimal delay to passengers.

The ability to get onto a railway line or trainaaty point and end up at a specific location which
could be seen as an attractive target does praseajor problem. Other aspects that are less
clear are how much a relatively small degree ofgmtion could deter a terrorist attack. This
would very much depend upon what type of attackandof the terrorist organisation.

Whilst some of these points apply equally to oth@nsport sectors the open nature of rail
network, unlike say the aviation sector which rgédy a closed system, is integrated into the
built environment and therefore presents uniquélpros for designing in effective security.

Alternative methods of attack and displacementitizer target

If the security measures are effective, this cdoide terrorist to concentrate upon either another
method of attack, area or sector. An example wbelterrorists changing from an improvised
explosive device to using a chemical device, whidhmeasure would not have necessarily been
designed to detect. There are, after all, verydewurity measures that are effective against all
types of attack. On the other hand not all tert@isups have the capability easily to adapt to
another method of attack, which could be at theléraend of the spectrum.

Similarly if the measures are successful, displa#rnto another sector could take place,
especially as the current international threab isrowded places and economic targets. Also it
has to be recognised, that if the attack methaotor changes it could potentially be more
disruptive and damaging. Arguably these factomikhbe factored into an impact assessment
and cost benefit analysis, but there needs tosonadle approach taken to the analysis.

Another aspect to consider is how effective a sgcareasure is as a deterrent to the terrorist.
Some overt measures such as screening peopleggettio a train or vehicle restraint measures
around a station could prevent a suicide bomben inadertaking an attack. Similarly the belief
that there are covert security measures that wabetielct an attack might be a deterrent.
However, this is a very difficult area to subjeetivassess let alone quantify for any particular
terrorist group.
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Wider aspects of counter terrorism security

Security of the rail sector cannot be consideradpetely in isolation. There are other areas of
government that actively engage in reducing theafderrorist attack. At one end of the
spectrum there are measures to de-radicalise peBpéyenting people from becoming terrorists
reduces the dependence on security measures. ri@gtimtelligence on terrorist suspects is a
key area that could prevent attacks from takingealdt also has a role, as outlined above, in
providing information on which security measuresigt be in place in the rail sector.

Intelligence led operations to intercept terroaistivities are another key area that can add value.
It is also possible to reduce the impact of archttay being adequately prepared to deal with the
consequences of a successful attack. In an opesntnaasit environment like rail, where it is
arguably impossible to be one hundred percent denfiof preventing an attack, consequence
management is important. Overall therefore theeesaite of activities that together make rail
transit safer.

Conclusion

The purpose of an economic appraisal should bsdistgpolicy and political decision makers to
make informed decisions. Assessments should threrefesent the key financial findings, but
also highlight risks and uncertainties, rather theaking judgements for the decision maker.
Unlike other areas of transport appraisal wheremegoc models are regularly used there is not
currently a recognised methodology for decision enslkvhen it comes to counter terrorism
security.

It is possible to introduce certain aspects of eatin assessment similar to those used in
transport safety to assist the decision maker.s@weould be along the lines of a cost benefit
analysis and value for money analysis. To dowlusld mean understanding the costs of any
proposed security measures and the potential fiabinenefits if incidents are prevented by
those measures. The economic benefits would depebeing able to prevent successful
terrorist attacks on the rail network.

The potential savings would include people’s livdenage to infrastructure and service
disruption at the micro level. There are alreadgricial values for these; in the UK the
estimated value within the transport departmenafsingle life is roughly 1.3 million Euros,

while damage to infrastructure and delay costsctaldo run into millions of Euros. At the

macro level cost of lost international tourism &niness confidence should be considered. The
financial cost of these could easily run into hutdr of millions of Euros. Counter terrorism
measures would also provide a benefit to genellalay security and improving public
confidence.

The attack scenarios that could be expected arg avahvaried. Therefore an operational
analysis would be needed to determine what théylikgpact is from the different forms of
attack. This would provide some certainty on whahege would be caused to people and
buildings should an attack be successful. Howeagethere are many different scenarios and
methods of attack there would still be some ung@stavith any chosen scenario.
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The predictability of terrorist incidents is whehe real difficulty resides, and the lack of data i
the crucial factor. Unlike policy interventiondating to safety, where there is normally a
history of events this is not the case for tertattacks. This prevents a very robust cost benefit
analysis or value for money assessment from bewdgmiaken using a single existing evaluation
method.

Therefore some form of subjective analysis to deitee the predictability of a terrorist attack
and understand the risk is an option. By undedstanthe threat using information from the
intelligence services, an examination of the vidbdity of the network to an attack and the
likely impact of an attack a view could be takentloa risk and the likelihood of an attack.

The alternative to this is to concentrate on aspebiere there is a degree of certainty. The actual
financial costs of installing the security measwas be determined with a good degree of
accuracy. With suitable analysis the financialt @as be ascertained of different terrorist
scenarios.

Economic appraisal can be applied to security nreaswut there are significant limitations. The
lack of data on the frequency of incidents meaas @hcost benefit analysis or value for money
assessment cannot be completed without a degreaceftainty. However, understanding the
financial cost of a proposed measure will assidicpomakers to make comparisons and
decisions.
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Annex IIl (UIC and EIM)

Railway Security: Exchanges of best practices in thframework of the UNECE
Point of view of railway companies

1. Introduction

Over roughly the last twenty years, security issafedl kinds have grown in importance to such
an extent that railway companies have had to takeumt of this new factor. Terrorism in
particular has evolved from national terrorismriternational terrorism that is quite different. To
face these threats, rail companies have had to@g#hemselves and implement real security
strategies in partnership with national authorities

In this context the UIC security platform was stured in 2006 in order to share experiences but
also to define common priorities and positionsthar rail sector. In line with the needs expressed
by members, six working groups were created.

With the opening of rail freight transport serviteshe EU since 2006 and the opening of rail
passenger transport from beginning 2010, trangmonipanies are evolving more and more in an
international framework. Their objective is to dieyetheir activities in Europe and beyond.

To address the demand for security of the railspparnt system, legal and organisational devices
are implemented at the national level with systepegific to each state.

On one hand European directives were created fetysan the other hand the only legal
instrument for security that exists at the Europeasl for transport services is the one defined
in the RID for the transport of dangerous goods.

It's the same for the agreements (AGC - Europearé&gent on Main International Railway
Lines or ATGC - European Agreement on Importanedmational Combined Transport Lines
and Related Installations) managed by the UNECHE@®vhe provision is made for security.
AGC refers to security only in its Article 7 thaates that Contracting Parties can limit
temporarily the application of the Agreement, #ylconsider this necessary for external or
internal security. A similar provision appears irtiéle 11 of AGTC.

During the world security congress organized by w®arch 2009, the final declaration
approved by all participants (70 railway represevea from 23 countries) requested the various
international bodies to consider the possibilityaking international-level decisions on rail
security, via the development of minimum securignslards to be observed by all involved in
rail transport, consideration as to the appropmiegs of an international competent authority, the
strengthening of partnerships with rail transpdayprs, or any other means they think suitable.

It's important to find the best solutions to redgeeurity risks and to study how to strengthen
the legal framework and the necessary cooperati&a at international level based on best
practices. This conclusion was made during thé $ession of the informal taskforce on rail
security. This paper provides an overview of orgations already working on best practices and
proposes a guideline on sharing best practices.
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2. Some existing exchanges of best practices

Global level

- ulC

0 Security platform

Members

Membership of the Security Platform is openltd&J#C active,
associate and affiliate membe2@ memberdrom all 5 continents
companies involved in a railway transport chaimanisations whose
activity is linked to railway operations)

Annual Congress held alternatively in Europe and outside Europe.
A steering committeemeeting (quarterly).
6 Global working groups

Permanent working groups

- Human factors

- New technologies
- Strategy, procedures and regulations

Theme-based working groups

- Border crossings, building on the work of 8&hengenRail
group

- Security of international freight corridors

- Terrorism, including institutional relations

o UIC security division : Permanent structure at UIC to develop cooperation i
security matters

Tasks

- institutional representation of UIC on bodaesive in the security

area

- development of research activities

- support of the security Platform

- Organisation of a seminar or working groupthatrequest of

members

- Formulation of technical positions on behdlfte rail sector in
response to European or other initiatives

- Dissemination of information

Link : http://www.uic.org/security
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- UITP (International Association of Public Transport)

= Members
3100 public transport operators from 90 countries

= Security commission :
The Security Commission (SecCom) gathers menttmrsaround the
world and is the UITP members’ forum for profesal discussions on all
issues concerning Public Transport Security (RPifsluding
technological, operational and management aspébe SecCom seeks to
study, assess and promote innovative operatidriexhnology for
enhanced PTS.
- 2 plenary meetings/year
- 5 working groups:
° Public Transport Security in stations
° Technology
° Risk assessment
° Security questionnaire
° CCTV Working Group

= Joint UITP-CUTA International Security Conference:
Public Transit Systems and Security: Achievimg tight balance
(11-12 November 2009, Montreal, Canada)

= Link : http://www.uitp.org/Public-Transport/security/

- IWGLTS (International Working Group on Land Transpo rt Security)

= Member States: Australia, Canada, China, European Commission,
France, Germany, India, Indonesia, Israel, Itadpah, Malaysia,
Netherlands, Philippines, Republic of Korea, RusSiagapore, Spain,
UK, USA

Observers: AssociationsAPEC, UIC
* Priorities:

Technology— Use of technology and technological advancearnd |
transport security including, but not limited@&TV, behavior
detection, and travel document checking equiggmen

Public Awareness- Efforts to increase public awareness related to
passengers recognizing and reporting suspi¢iebavior and items to
appropriate transit and security officials; remrag alert and vigilant:
knowing what to do and how to act during a leadsport incident.
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Risk Assessment Systematic methodology for assessing the risk
(threat, vulnerability and consequence) surrougnd land transport
system in order to employ risk-based security mitigation measures.

Stakeholder Partnerships— Guidelines regarding stakeholder roles
and responsibilities; Improved communication aridrmation sharing
between governments and land transport seatakeholders;
Guidelines for training and personnel backgrocineicks

Mitigation Actions — Preventative or response measures employed to
minimize impact from a land transport incidemtluding but not

limited to the following: Design of rail statisrand rolling stock to

better withstand an attack; behaviour detecttanjne programs;
evaluation of stations for mitigation needs; andducting exercises.

Link:
https://webboards.tsa.dhs.gov/wb/default.asp?Boardl=71&action=0

- International Transport Forum (ITF)

Inter-governmental organisation within the OEGInfly - Global platform
and meeting place at the highest level for trartsjogistics and mobility

Link : : http://www.internationaltransportforum.org/

2009

» Seminar on overcoming border crossing obssacle

» Forum « Transport for a global economy - arajles & opportunities
in the downturn »

2010
» Forum on « Transport and Innovation »

- Intergovernmental Organisation for International Carriage by Rail (OTIF)

43 member states

Theobjectiveis principally to developniform systems of lawwhich
apply to the carriage of passengers and freigimté@rnationakail
transport (CIM, RID,AMTF ....)

OTIF organises training events for managers aneérexfrom member
States

Link : http://www.otif.org/index.php?L=2
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Pan-European level

- Organisation for Security and Co-operation in Europe (OSCE)

56 participating States
Economic and environment forum
ATU (Action against Terrorism Unit)

Link: http://www.osce.org/

- United Nations Economic Commission for Europe (UNEE)

European Union

56 member States

Working Party on Rail Transport (SC.2)

Informal Task Force on Rail Security

Link : http://www.unece.org/trans/main/sc2/sc2.html

- COLPOFER group

-EIM

- CER

42 members : European railway security expertsraihday police
European expert group of UIC security platform
2 conferences per year

8 working groups

° Fraud - ticket forgery

° Cooperation during major events

° Security in international freight traffic

° Protection against acts of terrorism and exisen
° "Brenner" group

° "Security in the South-East European arealigro
° Pan-European Corridor X

° Metal theft

Link : http://www.uic.org/colpofer

10 members (independent infrastructure manageBslgium, Denmark,
Finland, France, Netherlands, Portugal, Spain, 8wedK and Norway).

EIM Work Group Security & CIP

Link : http://www.eimrail.org/

72 members (railway undertakings and infrastructoamagers)

Link : http://www.cer.be/index.php
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- European Commission

= DGTREN : security division of land transport anchgarous goods
» EC Urban Transport Security Grodfhe European Commission
established this in April 2008 to be an inforimatsharing group at the
European level. The EC established a 2-tiercaagr with a "National
Focal Points" Group steering and providing gnmato 2 technical
working groups: Working Group I: organisationaasures and
incident management; Working Group II: surveitia and detection.
The focal points are nominated by interested berstates, the
working groups include national experts, eitGervernment or
industry based. There have been two meetindat®of the national
focal point group. In the interim there haverbameetings of WGI
and one of WGII,

= DGJLS
* EP CIP : European Programme for Critical Isfracture Protection
» FRONTEX — Schengen Acquis

= Research projects
* Trips
» Counteract
* Protectrail : 30 partners from industries vemsities, research
institutes and railway companies

JRC
* Railprotect project

° CEN: Feasibility study on the opportunity of a stamtir the security of the
freight logistic chain.

North America

- TSA : Transportation Security Administration
http://www.tsa.qgov/what we do/layers/rail/inddmrm

- FTA : Federal Transit Administration (FTA)

- Transport Canada : Transit-Secure Contribution Program - Guidelined Bast
Practices : http://www.tc.gc.ca/railsecurity/tggpdelines.htm

3. Rail sector expectations of the UNECE

These expectations are described in the manddte dhformal Task Force on Rail Security that
is available at http://www.unece.org/trans/mainfsc2 itf mandate.html
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4. Railway sector needs

The list above illustrates the considerable mageitof the exchanges of good practices in the
area of rail security, both at national and intéoral level. Therefore, care should be taken to
avoid duplication of work. Nevertheless, thereagy few international rules or
recommendations in place which serve to improvevesi transport security.

A general security framework would make it posstbladopt an integrated approach to security
in terms of international railway transport for bdteight and passenger traffic. The aim of this
framework would be to establish a common levelezisity for different countries and railway
operators, both inside and outside Europe. In dalereet these needs, exchanges of existing
practices could be organised on two different tepic

- Responsibility sharing between States, railwaypanies and infrastructure
managers, taking into account changes in admatinggr requirements and procedures.

- Special needs of high speed rail, given its tigpraent on an international scale.

- Dedicated guideline for best practices to shateveen various participants in the
railway system.

* First topic: Dividing the burden of responsibility between States, railway companies and
Infrastructure managers.

= Given the large number of new entrants and fragatiemt of railway companies, the
number of railway operators is growing fast. Theety of question which could arise in
relation to security are as follows:

0 What is the responsibility of each player?
» For example: if a station belongs to one Infrasture Manager and a
security incident occurs as a train arrives imtlstation, who takes
responsibility for the problem?

0 How are current security services going to es®lv
= For example: currently, SUGE is accountable to SNGE with the
liberalisation of the EU passenger market froml@0how will its status be
affected?

o Should there be an initiative to create a ‘seggertificate’ as a guarantee of a
minimum level of security (in the same vein asebatertificates)?

= Security transcends national borders
o EU directives aim to create an integrated Eumopailway area which will

contribute to the opening of the market: freigértveces are open to competition on all
networks and passenger traffic will follow suitd@10. These directives aim to
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stimulate international traffic within the EU abhdyond. Security therefore is for the
majority of operators an issue which transcendi®mal borders.

0 The responsibility of the State also remainisealefined, for example in the case of
a security operation involving a foreign traintbe national territory.

o0 What is the role and needed coordination betwefeastructure Managers across
borders.

Distribution of costs: Implementation of securitgasures requires major investment
into infrastructure, technical equipment and humesources. Who should bear the
burden of these security related costs? The taxmayee customer?

» Second topic: Special needs of high speed rail sgsts

The needs related to high speed systems are spes&leral ways:

In terms of the threats weighing upon it:

High speed, as a showcase activity for most egileompanies is often singled

out as a target for common vandalism and otherténtioned acts but also for

international terrorism.
In terms of its needs:

- Customer expectations (time, cost...)

- Competition with other modes of transport

- Certain infrastructures require special pratecte.g. the Channel Tunnel)
And opportunities: a system undergoing rapid dgwalent allows for forward
planning. Security constraints can be integratéal the design and operation of
stations (new or restored), and even into rolitggk in line with changing customer
needs and profiles. The JBV contribution, entitBature Architecture - Securing
Railway by Pro Active Design, is attached (AnneX. |

« Third topic: Dedicated guideline for best practicedo share between various participants
in the railway system

The question is how to ensure a ‘secure’ exchahgdarmation between the several
participants. Even though there are differencessponsibilities, approaches, solutions and so
on, there is a lot of information available tham ¢e of value to others.

Creating a secure environment (https with accedss)dor those entities that will share
information will be very helpful. Questions to hesaered: what is needed to be shared, which
entities, how to secure and so on.

These topics should be prepared and discussedivgtakeholders. This work can be
undertaken in a number of ways, depending on tred te in-depth discussion desired:

» Open conferences

* Specialised seminars

» Working groups

* Online shared working area which enables thersipaf contacts, documents and
other useful links.
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Annex IV (Norway)

SECURE ARCHITECTURE - SECURING RAILWAY BY PRO ACTIV E DESIGN
GUIDELINES FOR PROJECT MANAGERS

. SECURE ARCHITECTURE

A. Introduction

Securing Railway by Pro Active Design and intradgcSecure Architecture in the railway
business, means planning of physical measuresifeeiiance of critical infrastructure and
traffic management systems, protection of publeaar cargo terminals, objects, buildings and
personnel against terrorism and other evil mindzibas.

Security measures should be taken into consideratiall types of building projects, including
general infrastructure, station areas, platformablip areas, terminals with adjacent roads and
gates, technical installations for electricity,reatling and communication.

B. The concept of Secure Architecture

The reduction of crime and the fear of crime arng dgjectives of Secure Architecture.
The architecture is the starting point for the soluof protection.

One of the key objectives for the planning of camsgion of a new development or the
refurbishment of buildings and estates, is to sebigh quality sustainable places where people
will choose to work or travel, and where they carshfe. To achieve this, a much greater
emphasis needs to be placed on the quality of desid planning. Designing for community
safety is a central part of this, and the coregpies apply not only to residential but also to
other forms of development.

Secure Architecture is an initiative to encourdgeliuilding industry to adopt crime prevention
measures in the design of developments, in ordasst to the reduction of opportunity for
crime and the fear of crime, thus creating a safekmore secure environment. Secure
Architectureaimsto achieve a good overall standard of securityptoldings, technical
installations and public spaces around them.

Crime and anti-social behaviour are more likely tooccur if the following seven attributes of
sustainable communities are not incorporated:

1. Access and movement

Places with well defined and well used routes itta and entrances that provide for
convenient movement without compromising security

2. Structure
Places that are structured so that different usestcause conflict

3. Surveillance
Places where all publicly accessible areas ardaniaxd
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4. Ownership
Places that promote a sense of ownership, regpettprial responsibility and community

5. Physical protection
Places that include necessary, well-designed sgdasatures

6. Activity

Places where the level of human activity is appeterto the location and creates a reduced risk
of crime and a sense of safety at all times

7. Management and maintenance

Places that are designed with management and mairde in mind, to discourage crime in the
present and the future.

[I. EARLY STAGE PLANNING - INTEGRATED APPROACH

A. Well-designed environment - community cohesion

In an environment which is well designed, attrastidlearly defined and well maintained people
are likely to take pride in their surroundings,Iwéind to feel comfortable and safe and have a
sense of shared ownership and responsibility.

A well designed environmeig one that fulfils all its intended functions in affective and
harmoniously co-ordinated manner.

An attractive environmenh this context means one which has evolved oibleas successfully
designed to meet the needs of its legitimate usact) as the need for safe convenient means of
access, the need to enable social interactiorgtey €or recreational needs, etc. Legitimate users
(ie the responsible majority of the population)lwdéturally find the environment attractive
because it is responsive to their needs. The gréaattraction for legitimate users, the les$ wil
be the attraction for the criminal minority.

A clearly defined environmemheans one in which there is no ambiguity as to whieas are
private, which are public, and how the two relat@ne another. There may be transitional zones
of semi-public or semi-private space [often refén® as buffer zones], or there may be strong
physical demarcation between public and privatasaby means of a wall, fence or hedge. The
critical point is that the environment should bsiaunderstood by those experiencing it.

B. Anonymity

Crime is always easier to commit where offendemhotibe recognised, so in consequence they
will take opportunities to offend where they aleely to benefit from this anonymity. The built
environment, including areas of open space, cardpmnised so that it either creates the
potential for, or alternatively reduces the leviehnonymity. In busy public areas strangers will
naturally tend to be ignored, and offenders care takvantage of this anonymity, and therefore
take the opportunity to commit offences. This a@adito problems where public space directly
abuts private space because it can allow potesffethders to come into close proximity with
private property without being noticed. This problean be addressed by changing the nature of
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the part of the public space nearest to the prilete or property, by reorganising it so that
residents/property owners are able to exercisgyeedef control over it, in effect creating a
buffer between the wider public space and the pigpace. This buffer might or might not still
be legally public space, but if it is reorganisedexmlesigned in such a way as to create a zone of
more defensible space, anonymity will be reducetpotential offenders will correspondingly

be discouraged.

Incorporating sensible security measures duringtimstruction of a new development or the
refurbishment of buildings and estates, has beewstio reduce levels of crime, fear of crime
and disorder. By bringing the crime prevention eigree of the police more fully into the
planning and design process, a balance can bevachiand the government’s desire to create
better places to live and travel can be fulfill@te relationships between the design of the built
environment and criminal and antisocial behavioaramplex. The two main influences on
criminal and antisocial behaviour in this context firstly the nature of the physical
environment, and secondly the nature of the secisironment, i.e. how local communities
interact with each other and with their environment

C. Planning of security measures
Planning of security measures should be takencomsideration in 4 steps:

1. Periphery security
Fences, gates, access control, parking areas

2. Shelter security

Architecture of the construction (barriers), tygaraterials (glass, concrete, steel, fireproof
materials etc)

3. Room security
Placing the rooms in the building and securing tfiemm burglary and illegal access.

4, Object security
Physical security of critical infrastructure or ®ms

Probably the single most important aspect of neveld@ment is ensuring that all significant
components of its design, planning and layout arssiclered at an early stage, so that potential
conflicts between security and other major objestizan be resolved. Good design and early co-
ordination can avoid the conflicts that may be ewgpee or impossible to resolve once the
construction is complete.

D. All Hazard Risk Approach

For the Railway the “All Hazard Risk Approach” is adopted principle (EU). This means that
all hazards which can lead to accidents shouldiéetified. The Hazard identification should
take into consideration the following 10 scenarios:

1. Collision train - train
2. Collision train - object
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Fire

Passengers injured on platform / public areas
Passengers injured at level crossings
Passengers injured on —and besides track.
Derailment

Crime

. Sabotage

0. Terrorism

HOONOOLAO®

E. Risk analysis

Risk analysis should be carried out as a basiéoptatfor necessary actions to be taken in the
design process. It must be decided whether theaniakysis should be a restricted document or
not.

Early informal pre-application discussions betwdewelopers, the local planning authority and
the police, can be a very effective means of irgrat potential problems. Different people will
need to be involved at different stages, but tlementhose responsible for design and site layout
on behalf of developer and local planning authqéty. planners, architects, landscape
architects, urban designers, engineers) entediatogue with the police and the Railway

Safety Authority, the sooner potential problems bandentified and addressed. At the detailed
design stage, there will be a need for this diadoigube extended to a range of other specialists
such as railway consultants, architects, buildioigstiltants, lighting engineers, etc.

* Investment in a well integrated and co-ordinateggragch to design and project planning
will pay dividends through resolution of potentyationflicting interests.
« The best available advice should be utilised, ftbenearliest stages of a project.

[ll. MAIN PLAN

A. General

During the work with the Main Plan on a superiorele security analysis should be performed in
an early stage if considered to be needed. Thgsisahould identify possible threats and which
physical actions should be taken to obtain a minmswolution as a basic protection for the
object. The Main Plan should as a result of thdyars contain information about proposed
solutions and cost. Technical solutions and motailée plans should be carried out in later plan
phases.

The Main Plan should identify the security thrdatked to planned infrastructure as buildings,
objects, stations etc. and propose alternativeisokito reduce security risks from sabotage,
terrorism or other crime.

B. Strategies for the built environment

The strategies rely upon the ability to influenéeder decisions that precede criminal acts.
Research into criminal behaviour shows that thésd®tto offend or not to offend is more
influenced by cues to the perceived risk of beiagght than by cues to reward or ease of entry.
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Consistent with this research, the strategies emghi@nhancing the perceived risk of detection
and apprehension.

Built environment implementations seek to dissuafflenders from committing crimes by
manipulating the built environment from which thasenes proceed or occur. The three most
common built environment strategies are naturalesliance, natural access control and natural
territorial reinforcement.

Natural surveillance and access control stratdgresthe opportunity for crime. Territorial
reinforcement promotes social control through aefarof measures.

C. Natural surveillance

Natural surveillance increases the threat of apprsion by taking steps to increase the
perception that people can be seen. Natural slameé occurs by designing the placeing of
physical features, activities and people in sualag as to maximize visibility and foster positive
social interaction among legitimate users of pevatd public space. Potential offenders feel
increased scrutiny and limitations on their escapges.

* Place windows overlooking sidewalks and parking.lot
* Leave window shades open.
» Use passing vehicular traffic as a surveillancetass

» Create landscape design that provides surveillaspecially in proximity to designated
points of entry and opportunistic points of entry.

» Use the shortest, least sight-limiting fence appate for the situation.
» Use transparent weather vestibules at buildingaengs.

* When creating lighting design, avoid poorly platigts that create blind-spots for
potential observers and miss critical areas. Enthatepotential problem areas are well-
lit: pathways, stairs, entrances/exits, parkingaf&TMs, phone booths, mailboxes, bus
stops, children's play areas, recreation areass daandry rooms, storage areas,
dumpster and recycling areas, etc.

* Avoid too-bright security lighting that createsraling glare and/or deep shadows,
hindering the view for potential observers. Eyeamdo night lighting and have trouble
adjusting to severe lighting disparities. Using éowntensity lights often requires more
fixtures.

e Use shielded or cut-off luminaries to control glare

» Place lighting along pathways and other pedestaiaas at proper heights for lighting the
faces of the people in the area (and to identiéyféites of potential attackers).

Natural surveillance measures can be complementetelchanical and organizational measures.
For example, CCTV cameras can be added in areagwiedow surveillance is unavailable.

D. Natural access control

Natural access control limits the opportunity fanme by taking steps to clearly differentiate
between public space and private space. By seédgiplacing entrances and exits, fencing,
lighting and landscape to limit access or conti@mhf natural access control is obtained.
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* Use a single, clearly identifiable, point of entry
e Use structures to divert persons to reception areas

* Incorporate maze entrances in public rest rooms. dvoids the isolation that is
produced by an anteroom or double door entry system

* Use low, thorny bushes beneath ground level windows
« Eliminate design features that provide accessdésror upper levels

* Inthe front yard, use waist-level, picket-typedery along residential property lines
to control access, encourage surveillance.

* Use alocking gate between front and backyards.

* Use shoulder-level, open-type fencing along latexsidential property lines between
side yards and extending to between back yards; Sineuld be sufficiently
unencumbered with landscaping to promote socialaation between neighbours.

e Use substantial, high, closed fencing (for exammlasonry) between a backyard and
a public alley.

Natural access control is used to complement mécdlaand operational access control
measures, such as target hardening.

E. Natural territorial reinforcement

Territorial reinforcement promotes social contiaiough increased definition of space and
improved proprietary concern. An environment destyto clearly delineate private space does
two things. First, it creates a sense of ownersbipners have a vested interest and are more
likely to challenge intruders or report them to futice. Second, the sense of owned space
creates an environment where "strangers” or "irsidstand out and are more easily identified.
By using buildings, fences, pavement, signs, lightind landscape to express ownership and
define public, semi-public and private space, ratiarritorial reinforcement is obtained.
Additionally, these objectives can be achieved $signment of space to designated users in
previously unassigned locations.

* Maintaining premises and landscaping so that itroamicates an alert and active
presence occupying the space.

* Provide trees in residential areas. Research sasdlicate that, contrary to traditional
views within the law enforcement community, outdoesidential spaces with more
trees are seen as significantly more attractivier sand more likely to be used than
similar spaces without trees.

» Restrict private activities to defined private area
» Display security system signing at access points.

« Avoid cyclone fencing and razor-wire fence toppiag,it communicates the absence
of a physical presence and a reduced risk of bdetected.

* Placing amenities such as seating or refreshmeushlic areas in a commercial or
institutional setting helps attract larger numbardesired users.
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e Scheduling activities in common areas increaseggurose, attracts more people and
increases the perception that these areas aretedir

Territorial reinforcement measures make the nownsal feel safe and make the potential
offender aware of a substantial risk of apprehensioscrutiny.

F.  Buildings and parking areas

Traditionally, railway stations have been open puateas, often in close connection with build-
up areas and towns. Mixed use of the public aréa tnaffic and business hand in hand is
normally the situation at a station.

Flexible use of the station areas should not obsttfiicient measures against crime actions
when it is planned well ahead. Public security lsartaken care of by a combination of
surveillance and well arranged station areas,“akan station”- concept.

Parking areas for cars and bicycles should be dedigand placed away from buildings and
public areas with large populations of passengers.

Parking areas for cars should not be places nelainms and constructions, as this can lead to a
disaster in case of an explosion.

Entrance to platforms should have a physical obstm (concrete, fences) to prevent access of
vehicles. On the other hand there must be accessrfoulances, fire brigade etc to enter the
station areas via automatic gates.

Bicycle parking should not be planned outside rdoniraffic management, security guards etc.

Where sheltered security is not possible to obtainforced constructions against burglars
should be considered, for example for technicaim®oOutdoor cabling should be secured in
sufficient distance from public areas.

Guard rooms for security personnel should not beqa near public areas. The guard room
could be a target before a possible terror actgainst a passengers / business area etc at the
station. One must also be secured that the guard oan be operative under an evacuation in a
threat situation.

G. Entrance and emergency exits

To avoid accumulation / crowd and distress of pagses at the entrance and emergency exit in
a situation of evacuation, the exits must be wealtkad with good signboards for efficient public
information.

Public areas should be well lighted, also for thgopse of giving good pictures from the
surveillance cameras.

Research confirms that where public lighting is kveapatchy, increasing the levels

and consistency of illumination reduces the fearrohe and makes people feel

more secure. The relationship between lighting@amde itself (as opposed to fear

of crime) is somewhat more complex, but recentareteindicates that improved lighting can
indeed result in crime reduction, particularly whbkis has been combined with other
community safety initiatives.
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Cargo terminals

Cargo terminals normally consist of large area:)yrauildings, different companies and a
complex ownership.

A risk security analysis should be performed faséhareas. The analysis should include an
overview of the activity and the companies insite ¢argo terminal. A special focus should be
on the access control and identification of traiffic-and out of the terminal. This should include
both vehicle control and personnel control. Alspide like crime activity as burglar, exchange
of containers, sabotage should be highlighted.

Critical infrastructure inside the terminal alse@de protection. Logistic systems, signalling
systems, crane control, etc, should therefore éetified and analysed.

H. Role of landscape design

Secure Architectursees sensitive landscape design as essentialieva@n environment that
creates a sense of place and community identitydé@ape design. in this context encompasses
the planning, design and management of externakspaspecially public areas in the urban
environment. It is one of the key disciplines inxaal in successful urban design. Both hard
landscapes (constructional elements) and soft tapes(planting) are important in this respect.
Care must be taken in the design of the externat@mment to avoid inadvertent creation of
opportunities for crime through, for example, prg hiding places or facilitating access to the
upper floors of buildings. The positioning and aw®oof planting should be such that the
potential for such problems is minimised.

It is vital that open space is positively designes,that function, location, layout and detailed
design are all carefully thought through with dagard to the social and environmental context.
To simply accept leftover undevelopable parts sit@as public open space is an invitation to
future crime and disorder problems. Positive desaiggh planning is equally important in the case
of footpaths, and here professional landscape desidjs can be particularly valuable.

e Sensitive design that takes full account of thea@nd environmental context and
encourages positive community interaction can fedper community spirit and a sense
of shared ownership and responsibility. Where fdssthe local community should be
involved in the planning and design process;

* Provision of high quality landscape settings fowrdevelopment and refurbishment,
where external spaces are well-designed and weljiated with the buildings, can help
create a sense of place and strengthen commueityitigt

« Well designed public areas which are responsiatomunity needs will tend to be well
used and will offer fewer opportunities for crime;

» Long-term maintenance and management arrangemeistsoe considered at an early
stage, with ownerships, responsibilities and resesiclearly identified.

l. Maintenance standards

In general maintenance standasdad powerful signals that undoubtedly influencepbess
behaviour. It is vitally important that ownershipdaresponsibilities for external space are clearly
identified, and that design should facilitate easmaintenance and management. Sufficient
resources must be made available to adequatelytairabuildings and public areas, including
open spaces and footpaths. High standards of maimte will encourage active use and
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enjoyment by the community, and engender a sensiofpride and vitality. On the other
hand, poor maintenance (such as failure to swedpaken glass or remove graffiti, damaged
paving and street furniture, failure to repair walhd buildings etc) can lead to a downward
spiral of neglect, loss of environmental qualitgaeduced levels of use by the community,
leaving the door open to vandalism and other artdia$ or criminal behaviour.

V. DETAIL-AND BUILDING DESIGN

A. Design parameters
When starting the detailed design, the chosen ggcneasures should be described in detail as

a part of the planning. It must be considered if pathis planning should be defined as
restricted information.

The following topics should be documented if relevar the planned object:

* Architecture & Design

» Access control & Electronic security
* Video surveillance

e Public information

e Lighting

e Sign boards

* Choice of building materials

e Litter bins

* Ticket automats

* Platform —and station furniture
* Emergency equipment

¢ Maintenance standards

B. Architecture & Design

Suitable design of public areas, platforms, platfahelters, technical units and buildings can
contribute to lower risk and reduce the damageezhby crime, sabotage or terrorism.

Clear line of sight is important for the video seiflance cameras to catch un-normal situations
and suspicious objects.

A well designed station will contribute to an effiot distribution of the surveillance cameras.
Station furniture must not be placed in line ofsigAvoid weather shelter in line of sight.
Station equipment must in general be set up aqugidi the security plan.

Station equipment must not provide hiding places#plosives or dangerous objects.
Waiting rooms must be clearly vivible from outsi@ecial control).

Security measures planned to be implemented witteased threats, and which is expensive and
will take time to implement, should be establislhsd part of the basic protection measures
(green alert level).



Informal document SC.2 No. 1 (2009)
page 37
Annex VI

D. Access control & Electronic security

Access control, combined with intrusion-detectigatem, should be planned where it is
necessary to control legal access to offices, guahs etc.

Electronic security should be used if physical @ctibn (lock, gates etc.) is insufficient.
Electronic access control should be combined witkraonal identification card (name, picture,
employer, etc).

In general there should be access control to céstriareas (not public areas).

Areas/offices for graded information and equipnsdrduld have special access procedures.

E. Camera surveillance

Closed-circuit television (CCTV) is the use of vadeameras to transmit a signal to a specific
place, on a limited set of monitors.

The cameras must be installed with free line diitsig

CCTV could be used for surveillance in areas thay meed monitoring such as public areas,
platforms, technical installations, lifts, luggdgexes, restricted areas, gates etc.

New technology enables the traffic management pesise the infrastructure from defined
central control rooms, and combine CCTV with alarms

Surveillance of the public using CCTV is particliyacommon in the UK, where there reportedly
are more cameras per person than in any otherryoarthe world. There and elsewhere, its
increasing use has triggered a debate about sewargus privacy.

F. Public Information

In an emergency situation with evacuation fromistet and public areas, it is important that
information via PA system is done in a proper wHye PA installation must be planned and
operated from a control room. The control room ningsplaced to enable the operators to remain
in the control room as long as possible before eatan. The control room / traffic management
operating room should therefore be separated fraligpareas. The PA system should also be
connected to siren in case of gas-alarm etc.

G. Lighting

Research confirms that where public lighting is kveapatchy, increasing the levels and
consistency of illumination reduces the fear ofriand makes people feel more secure. The
relationship between lighting and crime itself ¢@posed to fear of crime) is somewhat more
complex, but recent research indicates that imptdighating can indeed result in crime
reduction, particularly when this has been combiwgd other community safety initiatives.

Different sources and patterns of lighting neetddéaonsidered for different environments.
Recent research suggests that for a given liginitegsity, white light is more beneficial in
terms of safety than coloured light such as frodhism lamps.

Care must always be taken to ensure that the emagatal impact of light spillage or light
pollution is kept to a minimum, and does not crgat¥blems for residents or motorists or have a
harmful effect on the ecology or local characteaofarea.
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* Improved lighting can be effective in reducing feécrime, and in certain circumstances
reducing the incidence of crime.

* Proper lighting is very important in a situationesacuation

» Different lighting sources need to be considerediffierent environments — the
character of the local environment must alwaysdspected.

H. Sign boards

All public areas should have proper sign boardsititicate emergency exits, emergency
equipment etc.

l. Choice of building materials

Materials used at stations and other public areasld be fireproof. In case of heat and fire it
should give out as little toxic gas as possible.

All sorts of materials should be easy to keep clgagging). Materials used in critical
infrastructure (windows / glass) should be explogiooof. Broken glass is often the cause of
personnel injuries

J. Litter bins

Public litter receptacles should be avoided oratiast or on public areas. These could be hiding
places for explosives. Preferably refuse sackseair dransparent plastic should be used. If litter
receptacles are used, there should be proceduresnfoving them if the threat level rises.
Under no circumstances should litter boxes be glaear critical columns or concrete
constructions.

K. Luggage lockers — Left luggage

Lockers and left luggage offices should preferddgglaced away from public areas. It should
also be placed away form critical concrete streguguard rooms or technical rooms.

At larger stations the lockers and left luggagéce# should be place to provide easy control of
the luggage and the access under higher thredsleve

L. Ticket machines (ATM) and sales automates

It should not be possible to hide dangerous ob@céxplosives behind —or on top of ATM’s
and sales automates. There must therefore betegstnahere to place these.

The equipment must be placed to make it possibleuoreillance cameras to supervise
movements around the machines and automates. tAdbould be possible to watch them from
the guard rooms. If several machines and autonaa¢eglaced together, they should be placed
into a wall or in groups.

M. Platform —and station furniture

Platform —and station furniture should be placedyfiom the passenger track and should be
well maintained. | must be possible to get a cleéaw under the furniture to avoid hiding
dangerous objects under —or behind the furniture.

N. Emergency equipment

Emergency equipment such as fire extinguishers, did equipment etc, should be clearly
visible and properly maintained. The equipment nnessealed.
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Annex V (Switzerland)
A contribution to the debate on innovation strateges for security in rail transportation

Introduction

Switzerland, in the Centre of Europe, is part ef Buropean rail and road Network. It is linked
to the European Union and its member states bynatienal and bilateral agreements which
regulate inland and transit transport of passemgaisyoods. Transit routes such as the rail links
through the Alps and the Gotthard road tunnel vistfaccess from both sides are part of the
critical infrastructures. That means that theyeagosed to various dangers such as
environmental and natural disaster, for instancthgaakes, water floods, rock fall, snow and
ice and could be blocked for hours, weeks and evemths. In addition we have to cope with
man-made disaster for instance increased radi@actliation, spread of toxic chemicals,
pandemic diseases, violence, terrorist attacksarah. There are also safety problems coming
from the transported goods (dangerous goods) anohdans of transport itself such as trains and
trucks. Security is one of the main internatioralgbems in transport and we all have to take
measures in order to enhance security in ordinagdyextraordinary situations.

Innovation strategies

What could be “innovation strategies” in this cott®eWe cannot avoid or regulate disasters.
Some of them are not very frequent but, nevertsele=ed to be considered as a real threat
because of the great damage that they will causeh®other hand we have limited financial
resources to finance our measures. So, we haeeltwe our state of readiness in normal times
and have to be able to adapt our degree of readoweresponding to circumstances and a
possible escalation in a worsening situation.

In conclusion, if we think of innovation strategiasconnection with security, we have to think
in two directions: 1) How to maintain a reasonatige of readiness corresponding to the
pending range of threats in ordinary times. 2) Hownanage escalating threats or the crises in
case of major events.

Particularities of Switzerland

Most countries have to cope with particularitiestadir geographic situation or political
exposure, their political and economical structuneshe strategic level and their operational
structures of transport. Swiss solutions are mainky to Swiss conditions. We have to cope with
our federal structures. In practice, the cantorssavereign and are proud of their sovereignty.
The central government can only go as far as thtona have delegated the task to the Federal
Government. As a matter of fact the cantons angoresble for public safety and the crisis
management on their respective territory and tltefe Government provides aid only if the
means of the cantons are exhausted and the Fé&mratnment is asked.

However, as transport is international, the Fed8alernment has important tasks and
competences in this domain on a strategic leves. Héderal Office of Transport (FOT), which is
in charge of public transport, coordinates largggmts such as the Lotschberg and the Gotthard



Informal document SC.2 No. 1 (2009)
page 41
Annex V

base tunnels and the connection with the Europggmdpeed railway net work. The Federal
Office of Transport exercises its authority by hagdut or withdrawing concessions and
regular controls guarantee the safety and seameigsures taken by the railway companies. A
special decree regulates the coordination of traffithe event of disasters and emergency
situations (OCTE), which mainly consists of a LegdDrganism (LO OCTE) and a permanent
office, which is in charge of preparing regular nivegs with all offices which have to do with
transport security such as for prevention or farparating in the event of disaster and
emergency situations. In this cooperation are ohetlthe 26 cantons, which are primarily
responsible for the crisis management in case efvant and for the public safety within their
territory.

In conclusion the responsibility and the competemeyain where they are. There is no change
in ordinary and extraordinary situations causednayor events but an obligation for all to
cooperate in the prevention and crises managemeaise of an event of disaster and
emergency.



