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Purpose of the presentationPurpose of the presentation
•• BackgroundBackground

oo Integrity of current IDPIntegrity of current IDP

oo Divergence in definition of driving licence codesDivergence in definition of driving licence codesoo e ge ce de o o d g ce ce codese ge ce de o o d g ce ce codes

•• Problem definitionProblem definition
oo Current needs & technologyCurrent needs & technology

oo EU 3EU 3rdrd DirectiveDirective vsvs 2006 Amendment of Convention2006 Amendment of Conventionoo EU 3EU 3 Directive Directive vsvs 2006 Amendment of Convention2006 Amendment of Convention

•• Suggestion/ProposalSuggestion/Proposal
oo Refer to ISO specification of driving licence cardRefer to ISO specification of driving licence card

oo Convergence in definition of driving licence codesConvergence in definition of driving licence codesoo Convergence in definition of driving licence codesConvergence in definition of driving licence codes



LimitationsLimitations ofof Current IDPCurrent IDPLimitations Limitations of of Current IDPCurrent IDP
•• Easily copied, altered, or simulated and difficult for Easily copied, altered, or simulated and difficult for 

law enforcement authorities to detect fraudulent law enforcement authorities to detect fraudulent 
licences from genuine documents.licences from genuine documents.

•• Many nonMany non--government IDP issuing authorities do not government IDP issuing authorities do not 
query their respective government motor vehicle query their respective government motor vehicle 
agencies to establish if the DDP presented is still agencies to establish if the DDP presented is still 
valid and still current.valid and still current.

•• There is no register/directory of national motor There is no register/directory of national motor 
vehicle agency addresses for the inquiry and vehicle agency addresses for the inquiry and g y q yg y q y
exchange of information among the agencies to exchange of information among the agencies to 
verify the validity of a presented IDP.verify the validity of a presented IDP.



LimitationsLimitations ofof Current IDPCurrent IDPLimitations Limitations of of Current IDPCurrent IDP
•• Does not incorporate the ISO machineDoes not incorporate the ISO machine--assisted assisted 

data storage technologies.data storage technologies.
•• Suspension or cancellation of domestic driving Suspension or cancellation of domestic driving p gp g

licence (DDL) or domestic driving permit (DDP) licence (DDL) or domestic driving permit (DDP) 
should result in an automatic suspension or should result in an automatic suspension or 
cancellation of the IDP; however, the current cancellation of the IDP; however, the current 
system does not facilitate that.system does not facilitate that.

•• The IDP holder may circumvent disqualifications The IDP holder may circumvent disqualifications 
entered on their original IDP by obtaining a new entered on their original IDP by obtaining a new e te ed o t e o g a by obta g a ee te ed o t e o g a by obta g a e
IDPIDP..



LimitationsLimitations ofof Current IDPCurrent IDPLimitations Limitations of of Current IDPCurrent IDP
•• Validity Validity of the IDP is currently limited to a maximum of the IDP is currently limited to a maximum yy yy

of 1 to 3 years, depending on the UN Convention of 1 to 3 years, depending on the UN Convention 
followedfollowed..

•• Requirement in 2006 Amendment of 1968 Vienna Requirement in 2006 Amendment of 1968 Vienna 
Convention that IDP must be accompanied by DDP:Convention that IDP must be accompanied by DDP:Convention that IDP must be accompanied by DDP:Convention that IDP must be accompanied by DDP:
oo Effectively renders IDP as translation only.Effectively renders IDP as translation only.

oo Places confidence in integrity of DDP, which may be of Places confidence in integrity of DDP, which may be of 
plastic or paper .plastic or paper .

•• DDP now becomes the focus of forgers and in many DDP now becomes the focus of forgers and in many 
cases will not be able to withstand the test of time. cases will not be able to withstand the test of time. 



Divergence in driving licence codesDivergence in driving licence codesg gg g
•• 2006 Amendments to 1968 Vienna Convention come into 2006 Amendments to 1968 Vienna Convention come into 

effect on 29 March 2011effect on 29 March 2011effect on 29 March 2011effect on 29 March 2011

•• EU 3EU 3rdrd Directive Directive published on 20 Dec 2006published on 20 Dec 2006



Divergence in driving licence codesDivergence in driving licence codesg gg g



Divergence in driving licence codesDivergence in driving licence codesg gg g



Divergence in driving licence codesDivergence in driving licence codesg gg g



ISO/IEC 18013ISO/IEC 18013ISO/IEC 18013ISO/IEC 18013
•• ISO/IEC JTC1/SC17/WG10ISO/IEC JTC1/SC17/WG10ISO/IEC JTC1/SC17/WG10ISO/IEC JTC1/SC17/WG10

•• JTC 1 JTC 1 –– Joint Technical Committee of ISO & IEC: Joint Technical Committee of ISO & IEC: 
Information TechnologyInformation TechnologyInformation TechnologyInformation Technology

•• SC17 SC17 –– Steering Committee 17: Cards & Steering Committee 17: Cards & 
P l Id tifi tiP l Id tifi tiPersonal IdentificationPersonal Identification

•• WG10 WG10 –– Working Group 10: ISO Compliant Working Group 10: ISO Compliant 
Driving LicenceDriving Licence

•• Participation by both administrators and Participation by both administrators and p yp y
industryindustry



ISO/IEC 18013ISO/IEC 18013ISO/IEC 18013ISO/IEC 18013
•• Currently consists of 3 parts:Currently consists of 3 parts:y py p

•• Part 1: Physical format and humanPart 1: Physical format and human--readable readable 
propertiespropertiespropertiesproperties

•• Part 2: Structure of machinePart 2: Structure of machine--readable datareadable data

•• Part 3: Data protection and integrity validation Part 3: Data protection and integrity validation 
methodsmethods

•• Parts Parts 1, 2 & 3 published 1, 2 & 3 published as International as International StandardsStandards

•• Work onWork on Part 4 dealing with testPart 4 dealing with test methods hasmethods hasWork on Work on Part 4 dealing with test Part 4 dealing with test methods has methods has 
progressed to final draft international standard progressed to final draft international standard 



ISO/IEC 18013ISO/IEC 18013
WG10 Participants:WG10 Participants:

•• AustraliaAustralia

•• CanadaCanada

•• FinlandFinland

•• FranceFrance

•• GermanyGermany

•• GreeceGreece

•• JapanJapan •• South AfricaSouth Africapp

•• Rep of KoreaRep of Korea

•• NamibiaNamibia

•• SwedenSweden

•• SwitzerlandSwitzerlandNamibiaNamibia

•• NetherlandsNetherlands

•• SingaporeSingapore

SwitzerlandSwitzerland

•• United KingdomUnited Kingdom

•• United StatesUnited States•• SingaporeSingapore •• United StatesUnited States



ISO/IEC 18013ISO/IEC 18013
Ballot submitted to 44 countries (40 PBallot submitted to 44 countries (40 P--members), amongst others:members), amongst others:
•• AustraliaAustralia •• IrelandIreland •• PhilippinesPhilippines

•• CanadaCanada

•• ChinaChina

•• IsraelIsrael

•• ItalyItaly

•• RomaniaRomania

•• Russian Russian 
F d tiF d ti•• Czech RepublicCzech Republic

•• DenmarkDenmark

•• JapanJapan

•• KenyaKenya

FederationFederation

•• SingaporeSingapore

•• EcuadorEcuador

•• FinlandFinland

•• Korea (Rep)Korea (Rep)

•• MalaysiaMalaysia

•• South AfricaSouth Africa

•• SpainSpain

•• FranceFrance

•• GermanyGermany

yy

•• NetherlandsNetherlands

•• New ZealandNew Zealand

•• SwedenSweden

•• SwitzerlandSwitzerlandGermanyGermany

•• GreeceGreece

•• IndiaIndia

New ZealandNew Zealand

•• NigeriaNigeria

•• NorwayNorway

•• United KingdomUnited Kingdom

•• United StatesUnited States•• IndiaIndia •• NorwayNorway





ISO/IEC 18013ISO/IEC 18013
•• UN UN Conventions on Road Traffic of 1949 Conventions on Road Traffic of 1949 (Geneva) (Geneva) 

andand 19681968 (Vienna) specify an(Vienna) specify an International DrivingInternational Drivingand and 1968 1968 (Vienna) specify an (Vienna) specify an International Driving International Driving 
Permit (IDP)Permit (IDP)

•• ISO/IEC 18013 specifies an “ISO compliant driving ISO/IEC 18013 specifies an “ISO compliant driving 
licencelicence” (IDL)  that can perform the function of both ” (IDL)  that can perform the function of both ( ) p( ) p
the IDP and a domestic driving the IDP and a domestic driving licencelicence/permit/permit

•• Number of signatories to Geneva Convention didNumber of signatories to Geneva Convention did•• Number of signatories to Geneva Convention did Number of signatories to Geneva Convention did 
not ratify and are not signatories of the Vienna not ratify and are not signatories of the Vienna 
ConventionConventionConventionConvention



ISO/IEC 18013ISO/IEC 18013
•• From vehicle category and data content From vehicle category and data content 

regulatory perspective ISO/IEC 18013regulatory perspective ISO/IEC 18013 1 is1 isregulatory perspective ISO/IEC 18013regulatory perspective ISO/IEC 18013--1 is 1 is 
compliant with both Geneva and Vienna compliant with both Geneva and Vienna 
Conventions as well as European UnionConventions as well as European UnionConventions, as well as European Union Conventions, as well as European Union 
Driving Driving LicenceLicence Codes, prior to 3Codes, prior to 3rdrd DirectiveDirective

•• ISO/IEC 18013 allows ISO/IEC 18013 allows flexibility flexibility for issuing for issuing 
jurisdictions to adapt (i.e. make more strict or jurisdictions to adapt (i.e. make more strict or j p (j p (
add to) the ISO standard for domestic add to) the ISO standard for domestic 
purposes without becoming nonpurposes without becoming non--compliant compliant p p gp p g pp
with ISO/IEC 18013with ISO/IEC 18013



ISO/IEC 18013: Mandatory data fieldsISO/IEC 18013: Mandatory data fields



ISO/IEC 18013: Optional data fieldsISO/IEC 18013: Optional data fields



ISO/IEC 18013: Mandatory vehicle categoriesISO/IEC 18013: Mandatory vehicle categories



ISO/IEC 18013: Optional vehicle categoriesISO/IEC 18013: Optional vehicle categories



ISO/IEC 18013ISO/IEC 18013--11
DRIVING LICENCE REPUBLIC OF

Card layout exampleCard layout example

•• Zoned approach Zoned approach –– mandatory & mandatory & 
optional data elementsoptional data elements

DRIVING LICENCE
D RI VI NGLIC ENSE D RI VI NGLIC ENSED R IVI N GLI CEN SED RI VI NGLIC ENSED RI VI N GLI CEN SED RI VI NGLIC ENSED RI VI NGLI CEN SED RI VIN GLIC ENSED RI VI N GLI CEN SED RIV IN GLICEN SED I RVI N GLI CEN SE02/ 2002

DETORE-SPECIMENIA
MARY MARILYN

1.

2.

07.06.1952 UTOPIA3.

25.02.20124b.

REPUBLIC OF
UTOPIA

UTOPIA SAMPLE AGENCY
15.02.20024a.

4c

•• Placement of data elementsPlacement of data elements
•• Other graphical characteristicsOther graphical characteristics A  BE  C  D1E  D9.070652-701F5.

UTOPIA SAMPLE AGENCY
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•• Physical card securityPhysical card security
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ISO/IEC 18013ISO/IEC 18013--11
•• Example of ISO/IEC 18013Example of ISO/IEC 18013--1 compliant driving licence 1 compliant driving licence 

issued by Namibiaissued by Namibiaissued by Namibiaissued by Namibia

FRONTFRONT

BACKBACK



ISO/IEC 18013ISO/IEC 18013--1: IDL Booklet1: IDL Booklet
•• HumanHuman--readable content of the IDL is displayed readable content of the IDL is displayed in extended in extended 

Latin Character set Latin Character set 

•• Booklet explains content in Booklet explains content in languages and character sets languages and character sets 
specified in the Convention to accompany the IDL when the specified in the Convention to accompany the IDL when the 
holder travels internationallyholder travels internationallyholder travels internationallyholder travels internationally

(1)  This  booklet is not a licence, but merely translates your 
driving privileges into the languages agreed upon for 

Recognition of IDL
An ISO compliant Driving Licence (IDL) card can be  
recognised from the following common features on the 
front of the card:g p g g g g p

international recognition in the United Nations (UN) 
Conventions on Road Traffic.       

(2)   Your valid ISO compliant Driving Licence must 
accompany this booklet at all times.

(3) It is understood that an ISO compliant Driving Licence 
shall in no way affect the obligation of the holder to 
conform strictly to the laws and regulations relating to 
residence or to the exercise of a profession which are in 
force in each country through which he travels.

the 

-

-

The words “DRIVING LICENCE” in one of the 
languages English (“DRIVING LICENCE”), French 
(“PERMIS DE CONDUIRE”) or Spanish (“PERMISO 
DE CONDUCCIÓN”) are printed in black lettering along 
the top edge of the card or alternatively in the 
background graphic design.

- The colour of the background of the first 10 mm along 
top edge of the card shall be predominantly pink.

The photograph of the holder of the licence is only 
depicted on the left side of the card.

(1)

(2)

Ce livret n'est pas une license de conduire mais traduit 
simplement vos droits en matière de conduite dans les 
langues reconnues internationalement par les 
Conventions des Nations Unies (NU) concernant le trafic 
routier.

Votre permis de conduire en cours de validité et

depicted on the left side of the card.

Reconnaisance du PCI
Le Permis de Conduire conforme aux normes ISO (PCI) 
est reconnaissable par les caractéristiques générales 
suivantes présentes au recto de la carte:

- La mention "PERMIS DE CONDUIRE" traduite dans 
une des trois langues, anglais ("DRIVING LICENCE") 
ou français ("PERMIS DE CONDUIRE") ou espagnol(2) Votre permis de conduire en cours de validité, et 

conforme aux normes ISO en vigueur, doit accompagner 
ce livret à tout moment.

Il est entendu que la possession d'un permis de conduire 
conforme aux normes ISO n'affecte en aucune sorte 
l'obligation où se trouve son porteur de se conformer 
entièrement, dans tous les pays où il circule, aux lois et 
règlements en vigueur relatifs à l'établissement d'une 
résidence ou à l'exercice d'une profession.

(3)

PERMISO DE CONDUCCIÓN

- La couleur du fond de la carte devra être à 
prédominance rose dans un bandeau de 10mm de 
large situé sur la partie haute de la carte. 

La photographie du titulaire est reportée uniquement 
sur la partie gauche de la carte. 

-

ou français ( PERMIS DE CONDUIRE ) ou espagnol 
(” "), doit être imprimée 
en lettres noire le long de l'arête supérieure de la carte, 
ou faire partie intégrante du fond de la carte.



ISO/IEC 18013ISO/IEC 18013--1: IDL Booklet1: IDL Booklet

 





ISO/IEC 18013ISO/IEC 18013--22
•• HumanHuman--readable and machinereadable and machine--readable data should not readable data should not 

conflictconflict
•• Mandatory data elements (identified in Part 1) has to be Mandatory data elements (identified in Part 1) has to be 

present (may be protected by basic access protection)present (may be protected by basic access protection)p ( y p y p )p ( y p y p )
•• Covered technologies: Barcodes, magnetic stripe, IC with Covered technologies: Barcodes, magnetic stripe, IC with 

contacts, contactless IC, optical memorycontacts, contactless IC, optical memorycontacts, contactless IC, optical memorycontacts, contactless IC, optical memory
•• Stated functions of the machineStated functions of the machine--readable data include:readable data include:

•• Identity verificationIdentity verification•• Identity verificationIdentity verification
•• Evidence of residenceEvidence of residence
•• Biometric authenticationBiometric authentication•• Biometric authenticationBiometric authentication
•• Age verificationAge verification

•• ComprehensiveComprehensive specification for the storage of imagesspecification for the storage of images•• Comprehensive Comprehensive specification for the storage of imagesspecification for the storage of images



ISO/IEC 18013ISO/IEC 18013--22

•• Conceptual data Conceptual data pp
structurestructure

•• Encoding rules specified Encoding rules specified cod g u es spec edcod g u es spec ed
separately for:separately for:
oo Barcode,Barcode, magnetic stripemagnetic stripeoo Barcode, Barcode, magnetic stripe magnetic stripe 

(Compact encoding)(Compact encoding)

oo IC, both with and without IC, both with and without 
contacts (Standard contacts (Standard 
encoding)encoding)

Optical memoryOptical memoryoo Optical memoryOptical memory





ISO/IEC 18013ISO/IEC 18013--33
Specifies mechanisms (for various storage technologies, as Specifies mechanisms (for various storage technologies, as 
applicable) that allow for:applicable) that allow for:applicable) that allow for:applicable) that allow for:

•• Access controlAccess control
•• Requires a “secret” to access data (or parts thereof)Requires a “secret” to access data (or parts thereof)

•• Document authenticationDocument authentication
•• Verify that document was issued by apparent issuing authorityVerify that document was issued by apparent issuing authority

•• Data integrity validationData integrity validation
•• CloningCloning
•• Exchange of machineExchange of machine--readable data carriersreadable data carriers
•• Copied machineCopied machine--readable datareadable data
•• Changes to humanChanges to human--readable datareadable data
•• Changes to machineChanges to machine--readable readable datadata



ISO/IEC 18013ISO/IEC 18013--33
Mechanisms:Mechanisms:

•• Passive authentication: Passive authentication: 
•• Digital signatureDigital signature

•• Active authenticationActive authentication
•• ChallengeChallenge--response protocol that uses information in a secure area of an IC to response protocol that uses information in a secure area of an IC to 

confirm that the IC and the other machineconfirm that the IC and the other machine--readable data were issued togetherreadable data were issued together

•• NonNon--match alertmatch alertNonNon match alertmatch alert
•• Alerts if humanAlerts if human--readable data and machinereadable data and machine--readable data differreadable data differ

•• Basic access protectionBasic access protectionpp
•• Allows access to machineAllows access to machine--readable data only if visual access to IDL can be readable data only if visual access to IDL can be 

confirmedconfirmed

P t t ( t ) i ti b t d d dP t t ( t ) i ti b t d d d•• Protects (encrypts) communication between card and readerProtects (encrypts) communication between card and reader

•• Extended access protectionExtended access protection
IC a thentication strong sec re messaging and conditional a thenticatedIC a thentication strong sec re messaging and conditional a thenticated•• IC authentication, strong secure messaging, and conditional authenticated IC authentication, strong secure messaging, and conditional authenticated 
access to data groupsaccess to data groups



NonNon--match alert using existing fieldmatch alert using existing field
DRIVING LICENCE
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7.

UTOPIA SAMPLE AGENCY

NonNon--match alert using a dedicated fieldmatch alert using a dedicated field
A  BE  C  D1E  D9.070652 701F5. A  BE  C  D1E  D9.070652 701F5.

PDE CATEGORIES
P Passengers
G Goods
D Dangerous goods

EDH2TUL
VXCBDGB
Z4G18HF

PDE CATEGORIES
P Passengers
G Goods
D Dangerous goods

EDH2TUL
VXCBDGB
Z4G18HF

1Q t5%bMM*$3j84 D 8R1Q t5%bMM*$3j84 D 8R

VEHICLE RESTRICTIONS
Automatic transmission
Electrically powered
Physically disabled
Bus > 16000 kg (GVM) permitted

DRIVER RESTRICTIONS
Corrective lenses
Prosthesis

AT
VEHICLE RESTRICTIONS
Automatic transmission
Electrically powered
Physically disabled
Bus > 16000 kg (GVM) permitted

DRIVER RESTRICTIONS
Corrective lenses
Prosthesis

AT

Basic access protection using a barcodeBasic access protection using a barcode

DRIVER RESTRICTIONS
Corrective lenses
P h i

PDE CATEGORIES
P Passengers
G Goods
D Dangerous goods

1Qrt5%bMM*$3j84mzDp8R

DRIVER RESTRICTIONS
Corrective lenses
P h i

PDE CATEGORIES
P Passengers
G Goods
D Dangerous goods

1Qrt5%bMM*$3j84mzDp8R
g ( ) p

Tractor only
Industrial/Agricultural only

g ( ) p
Tractor only
Industrial/Agricultural only

VEHICLE RESTRICTIONS
Automatic transmission
Electrically powered
Physically disabled
Bus > 16000 kg (GVM) permitted
Tractor only
Industrial/Agricultural only

Prosthesis

AT
VEHICLE RESTRICTIONS
Automatic transmission
Electrically powered
Physically disabled
Bus > 16000 kg (GVM) permitted
Tractor only
Industrial/Agricultural only

Prosthesis

AT



SUGGESTION/PROPOSALSUGGESTION/PROPOSAL
Format of the DDP and model IDPFormat of the DDP and model IDP
•• Committee on driving licences assisting EC adopted Committee on driving licences assisting EC adopted 

& recommended ISO/IEC 18013 as requirement for & recommended ISO/IEC 18013 as requirement for 
i hi d i i li di hi d i i li dmicrochip on driving licence cardmicrochip on driving licence card

•• Booklet specified in Part 1 can fulfil the role of the Booklet specified in Part 1 can fulfil the role of the 
translation of the DDP in terms of the 2006 translation of the DDP in terms of the 2006 
Amendment of 1968 ConventionAmendment of 1968 Convention

•• Integrity and authentication specifications in Part 1, 2 Integrity and authentication specifications in Part 1, 2 
and 3 will render the DDP more secure against and 3 will render the DDP more secure against 
forgers and allow inter operability regarding the forgers and allow inter operability regarding the 
machine readable contentmachine readable content



SUGGESTION/PROPOSALSUGGESTION/PROPOSALSUGGESTION/PROPOSALSUGGESTION/PROPOSAL
Format of the DDP and model IDP (continue)Format of the DDP and model IDP (continue)
•• Opportunity to utilise technical work performed by Opportunity to utilise technical work performed by 

ISO/IEC in publication of ISO/IEC 18013ISO/IEC in publication of ISO/IEC 18013
•• Amendment Amendment of Annex 6 and 7 of the Convention is of Annex 6 and 7 of the Convention is 

suggested by reference to ISO/IEC 18013 regardingsuggested by reference to ISO/IEC 18013 regarding::
oo Format Format of DDP (Annex of DDP (Annex 6)6)
oo Model Model of IDP (Annex 7)of IDP (Annex 7)
without any changes to regulatory aspects of without any changes to regulatory aspects of 
oo Categories of vehicles specified in 2006 amendment of Categories of vehicles specified in 2006 amendment of 

ConventionConvention
oo Data content to be displayed visually and stored Data content to be displayed visually and stored 

l t i lll t i llelectronicallyelectronically



SUGGESTION/PROPOSALSUGGESTION/PROPOSALSUGGESTION/PROPOSALSUGGESTION/PROPOSAL
Categories of vehiclesCategories of vehicles
•• IDP only recognised if accompanied by DDP IDP only recognised if accompanied by DDP 

according to 2006 amendment of Conventionaccording to 2006 amendment of Conventiongg
•• Confusion regarding driving licence privileges Confusion regarding driving licence privileges 

conveyed by same designations and symbols usedconveyed by same designations and symbols usedconveyed by same designations and symbols used conveyed by same designations and symbols used 
in EU in EU 33rdrd Directive Directive and in Convention for different and in Convention for different 
definitionsdefinitions

•• Resolve current inconsistencies in definitionsResolve current inconsistencies in definitions
F l t tF l t t di t f t hdi t f t h•• Formal arrangements to coFormal arrangements to co--ordinate future changes ordinate future changes 
for convergence in definition of licence codesfor convergence in definition of licence codes


